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Abstract

Yet another anonymous publication system (Y APS) is an Internet-based system
that makes it possible to publish and retrieve documents anonymously.
YAPS is designed to resist attempts by powerful adversaries to identify
users and exercise censorship. The system can be deployed using commod-
ity computer and network resources provided by untrusted individuals
and organizations.

In this thesis I shall discuss and present the design of YAPS. The empha-
sis on practical issues related to deployment sets the thesis apart from re-
lated work. The work on my thesis has resulted in a new rerouting-network
design for anonymous communication and a block-based storage system,
which can make it impossible for adversaries to link content on storage
servers to a specific document. Furthermore, I have implemented a proto-
type to test parts of the design, which have not been tested by others. The
prototype worked successfully. In the thesis I also provide a background
on anonymous publication in relation to democracy and free speech.



In the exercise of his rights and freedoms, everyone shall be subject only to
such limitations as are determined by law solely for the purpose of secur-
ing due recognition and respect for the rights and freedoms of others and
of meeting the just requirements of morality, public order and the general
welfare in a democratic society.

—Universal Declaration of Human Rights, Article 29 (1948).

Whoever fights monsters should see to it that in the process he does not
become a monster. And when you look into the abyss, the abyss also looks
into you.

—Friedrich W. Nietzche, Beyond Good and Evil, 146 (1885-86).
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1 Introduction

To speak his thoughts is every freeman'’s right,
in peace and watr, in council and in fight.
—Homer, The lliad

Anonymous publication of ideas and critiques is an important part of democ-
racy. The Internet is used to publish all kinds of material. Unfortunately, the
Internet is not designed to preserve anonymity, which makes it easy for adver-
saries to exercise censorship. First, if it is easy to find the location of published
material, for example a web server, then the material can be removed or the
access to the server restricted. Second, if the identity of people who publish or
retrieve material can be found, they can be punished or forced to remove the
material. The Internet can on the other hand also be used to build systems that
provides anonymity and censorship resistance. In this thesis I shall provide a
design for such a system: an anonymous publication system (APS).

An APS is an Internet-based system where a person can publish a document
by uploading a file to the system. The person can inform others about the pub-
lished document and they will be able to download a set of files to make a
copy of the published document. The APS must protect the privacy of the peo-
ple using the system by making it difficult to identify them and the servers in
the system must also be protected against censorship.

The primary goal of this thesis is to design an APS, which gives users the ability
to publish and retrieve documents and protects the users and system against
strong adversaries by providing the users with anonymity and the system with
censorship resistance. A secondary goal is availability: the system must be able
to make documents available even if a subset of the system fails and it must be
possible to retrieve documents in a reasonable time.

The goals must be realized in an environment where the resources are provided
by small organizations! in the form of servers: computers providing services.
Such an environment is characterized by:

o Low trust: Participants cannot find out whether other participants are con-
trolled by adversaries.

o Unreliable servers: The servers provided by the participants are not ex-
pected to provide reliable services and can be controlled by adversaries.

o Commodity platforms: The computing and network resources are expected
to be limited to the platforms private people have access to.

Users can publish any kind of file as a document but as the system must pro-
vide protection against powerful adversaries it places limits on the effective
bandwidth and storage capacity. These limits implicates that the system con-
centrates on the publication of smaller documents, such as books. Existing sys-
tems that provide users with the ability to search for documents, provide lim-
ited protection against censorship. Because censorship resistance is a primary
goal, I do not expect to design a system that provides searching.

1 Tuse organization in a broad sense, to denote an arbitrary people-controlled entity, for example
a company, a university, or an individual.



A number of APS designs exist, but none of these meet the stated goals in the
described environment. GNUnet [4] and Freenet [11] do not support strong
protection of users and servers. Eternity [1] and Publius [38] require central
servers that are exposed to adversaries. Free Haven [21] does not allow effi-
cient retrieval of documents. Furthermore, I shall provide a stronger legal de-
fense for server operators than existing systems provide: I shall design a sys-
tem where it is impossible for adversaries to link the content placed at storage
servers to any specific documents.

I will base the design on a distributed storage system, which uses the partici-
pants’ servers to store and serve blocks, which are pieces of a document. Cen-
sorship resistance will be based on anonymity of the participants providing the
blocks and a means for a legal defense.

The problems I have to address include:

¢ Providing anonymous communication.

¢ Finding a way to divide documents into blocks, such that:

- participants can deny knowledge of the content of the blocks they
store.

— documents can be recreated even if some of the servers fail.

e Making it possible to locate and retrieve the blocks needed to recreate a
document within reasonable time.

In this thesis I shall concentrate on a practical design, which works in the envi-
sioned environment. I shall provide solutions to the specified problems, but not
present a specification or discuss low-level implementation issues, for example
communication protocols or design of client and server software.

1.1 Project Summary

...the ethics most important for the survival of the true, free, human indi-
vidual would be: ...[to] build improved electronic gadgets in your garage
that'll outwit the gadgets used by the authorities.

— Philip K. Dick

Anonymous publication systems are hard to build because usually they are
distributed systems, which have to work in low-trust environments with lim-
ited resources and must provide resistance against powerful adversaries.

I have combined recent research in the different problems that must be solved
inan APS. I provide a rerouting network for anonymous communication based
on Mixminion [15] (an overview of the research I did on anonymous commu-
nication was presented at a workshop at ECOOP 2003?). Furthermore, I show

2 European Conference for Object-Oriented Programming, Workshop on Communication Ab-
stractions for Distributed Systems, http://www.ecoop.tu-darmstadt.de/workshops/
03.phtml (November 2003).



how secret sharing can be used with a block-based storage to make it impossible
to link the content placed at storage servers to any specific documents.

I have designed an APS, which is both practical and resistant to attacks by
powerful adversaries. The design I present consists of a number of different
servers, which:

e store pieces of documents.
e index the pieces.

e provide anonymous communication.

Users of the system publish documents by dividing them into pieces. The
pieces are used to create a set of blocks and the blocks are stored in a re-
dundant way on storage servers. The publishing process results in a recipe,
which can be distributed and used to recreate the document. The system is
decentralized and is designed to work in a low-trust environment with a large
set of participants whom provide few resources. The design supports schemes
for redundancy as part of the publishing process, but does not provide any
guarantees on the documents stored. An early version of the proposed design
was presented at the conference at Chaos Communication Camp 2003.>

I have implemented a prototype to test parts of the design, which have not
been tested by others. The prototype worked successfully.

1.2 Thesis Overview

Out of the crooked timber of humanity, no straight thing can ever be made.
—Immanuel Kant

Anonymous publication is closely related to free speech and democracy. In
Section 2, I shall place the goals of this thesis into a greater perspective by
discussing political and ethical issues related to anonymous publication.

The rest of the thesis is structured as follows: in Section 3, I shall begin with
a discussion of the goals of the thesis, as well as a discussion of related work.
This is followed by discussions about anonymous communication in Section 4,
secret sharing in Section 5, and location in Section 6. Remaining problems and
issues of YAPS are discussed in Section 7. The resulting design is described
and discussed in Section 8. I conclude and discuss future work in Section 9.

1.3 About This Document

In this document, I have followed the guidelines on writing given by Lyn
Dupré in [24]. I emphasize keywords with boldface when they are explained.*
Citations referring to unpublished work, which does not represent research,

3 Chaos Communication Camp 2003, Conference, http://www.ccc.-de/camp/2003/
conference/index.en.html (November 2003).

4 There are some systems I do not explain in one place, the names of thes are not emphasized
anywhere.



are put in footnotes. For web pages I have noted in parentheses the month I
verified the content of web pages.

I use B to denote a byte of 8 bits and prefixes—such as k or M—accordingly
to the International System of Units (SI).°> This implies that I use kB to denote
10%B, and MB to denote 10°B.

I have found inspiration to this thesis in many places, including the works of
Karl R. Popper, Roger Dingledine et al.?, The Cypherpunks, and Hacktivismo.”

I would like to thank the people who have helped me during the work on the
thesis, especially my adviser Jorgen Sveerke Hansen, Allan Beaufour Larsen,
and Eric Jul—all from Distlab®, as well as my wife Christina Carlsson, Kenneth
Andersen, Per Leslie Jensen, and Martin R;z;pcke.9

I made the Day of the Dead'® drawing on the front page based on a figure found
on the Hacktivismo web page.”

5 International System of Units (SI) prefixes, http://physics.nist.gov/cuu/Units/
prefixes._html (November 2003).

6 Roger Dingledine is involved in The Free Haven project, Mixminion, and Tor.

7 Hacktivismo, http://hacktivismo.com (November 2003).

8 Distributed Systems Lab., University of Copenhagen, http://www.distlab.dk (November
2003).

91 also wish to thank all the people who have provided me with the software I used in the
work with the thesis (for free). The tools I used include: Aspell, Emacs, gcc, gimp, Ghostscript,
Common Lisp, IXTEX, Linux, Mozilla, Perl, TgX, Xfig, and miscellaneous GNU tools.

10 Day of the Dead (Dia de los Muertos) is a Mexican holiday that honors people’s dead ancestors
(November 1st and 2nd).



2 Anonymous Publication

Anyone in a free society where the laws are unjust has an obligation to
break the law.
—Henry David Thoreau

In the following, I shall present my thoughts on why anonymous publication
is important. In Section 2.1, I will demonstrate why democracy is important,
show that free speech is a necessary part of democracy, and that anonymous
publication is an implication of free speech. This discussion is based on Karl
Popper’s Open Society and its Enemies [45]. I shall end with a discussion of the
benefits and problems of anonymous publication in Section 2.2.

2.1 Democracy and Free Speech

Many forms of Government have been tried, and will be tried in this world of
sin and woe. No one pretends that democracy is perfect or all-wise. Indeed,
it has been said that democracy is the worst form of government except all
those other forms that have been tried from time to time.
—Sir Winston Churchill, Hansard, (November 11, 1947)

Democracy is a form of government in which the supreme power is retained
and directly exercised by the people. Alternatives to democracy are autocratic
government forms such as dictatorship or oligarchy. One argument for democ-
racy is freedom: a government with rules can only coexist with freedom of its
people if the rules are made by the people. Another argument is that democ-
racy is a prerequisite for an open society, a society where opinions and values
can be discussed in the open and used to transform the society. The open soci-
ety is the opposite of the closed society where decisions are taken by authori-
ties, for example by dictators, priests, or technocrats.

Against democracy, it can be argued that people are not ready to govern them-
selves, that they lack the necessary knowledge. Surely, some people are mari-
onettes of strong organizations, manipulated, blinded, or controlled in another
way. And a benevolent dictatorship might be as good or even a better solution
than the democracy—in theory. However, the strength of a democracy is not
that its people choose the best government, but that the people are allowed to
discuss and evaluate the chosen government, and have the power to remove it.
When a dictator fails, he might continue his malpractice until removed by force
(probably causing suffering) and it might end with a violent revolution. When
a democratic government fails, it can be removed at the next election. Democ-
racy is not an infallible solution, but nothing indicates that such government
form exists.

Democracy allows reshaping of a state in small steps based on open discus-
sions and critique. This evolutionary transformation shall be contrasted with
the violent revolutions of utopian engineering, which tests an ideology using
dictatorship. In practice, utopian engineering have resulted in humanitarian



catastrophes, even when the dictatorship was introduced with the best inten-
tions.!!

I believe one of the key elements of democracy is the feedback mechanisms of
the open society, which provides a way to evaluate the existing government
and rules of society. A natural enemy of open society is censorship, a useful
means for governments and organizations to silence critics. Free speech can be
defended as a human right but it is also a necessity of the open society. Since
limits on free speech can be used to silence critics, so it follows that free speech
must be provided with few limits to support the mechanisms of democracy.

Censorship does not need laws, force can be used directly against people who
do not speak decently or truly in the eyes of a government or organization.
In effect, censorship can be exercised if the speakers are known by an orga-
nization. This possibility of censorship can be prevented if speakers can be
protected with anonymity and allowed to publish their thoughts. Anonymous
publication is therefore necessary to protect free speech against censorship.

I conclude that free speech is an essential part of a democracy that seeks to
provide the benefits of an open society, and that anonymous publication is a
protection of free speech.

2.2 Discussion

They that can give up essential liberty to obtain a little temporary safety
deserve neither liberty nor safety.
—Benjamin Franklin, Historical Review of Pennsylvania, 1759.

There is no conflict between liberty and safety. We will have both or neither.
—Ramsey Clark

Anonymous publication is an essential part of a democracy but the benefits
of an open society can also be used to help the ending of dictatorships. The
Soros Foundations'? is an example of an organization that works to advance
the democratic development, inspired by the idea of the open society. One of
the means of the organization is to provide communication infrastructure in
closed societies.

Internet-based anonymous publication can be used to advance a democracy by
providing system critics and political parties with a means to work against an
oppressive regime (assuming they have access to the Internet). Furthermore,
anonymous publication systems are important because the Internet is easily
controlled and censored.

1 Karl Marx’ socialism is an example. Marx reacted on a horrible and unfair world by designing a
theory on society that where used as basis for utopian engineering. The lesson here is that even
though Marx worked for a better world, the result was some of the worst societies in modern
times. Dictatorship lacks the feedback mechanisms needed to correct inevitable mistakes. Co-
incidentally, the requirements, Marx envisioned for a better world, were fulfilled, not by any
socialistic revolution, but by gradual changes in democracies, for example in Scandinavia and
Canada.

12 The Soros Foundations Network, http://www.soros.org/ (October 2003). Curiously, the
foundation was founded by George Soros who is infamous for his speculation against the
British Pound.
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It is clear that in most countries over the past two years there has been an
acceleration of efforts to either close down or inhibit the Internet. In some
countries, for example in China and Burma, the level of control is such
that the Internet has relatively little value as a medium for organized free
speech, and its use could well create additional dangers at a personal level
for activists. [2, p. 7]

The APS Freenet [11] is currently used in China.!®* The United States support
Iran by providing the Iranians with anonymous access to information, and cir-
cumvention of the Iranian censorship system.!*

Because anonymous publication provides people with the ability to publish
material anonymously, such systems can easily be abused. Often discussed
examples of abuse include: terrorism, people spreading material showing
child abuse, so-called child porn,'> and copyright infringement, so-called piracy.
Anonymous publication cannot itself be limited to provide protection against
such misuse, which implies that the benefits of anonymous publication must
be compared with the misuse.

It can be argued that even if anonymous publication might be important to
help destabilize dictatorships, it is not an essential part of a democracy, where
free speech is a given right, and where a free press exists. I think the current
changes in laws in many countries, following the terrorist acts of September
11th 2001, shows that many governments have an interest in increased control
of its citizens, for example in the United States where the USA PATRIOT Act!®

broadly expands law enforcement’s surveillance and investigative powers
and represents one of the most significant threats to civil liberties, privacy
and democratic traditions in U.S. history."”

I believe such encroachment hurts a democracy, and that it is a reason to sup-
port anonymous publication as a means to discuss and criticize the actions of
a government.

Anonymous publication has drawbacks. This is not different from other tools,
which can be misused, for example airplanes or fertilizer,'® which can be used
by terrorists or photographic equipment, which child abusers can use to docu-
ment their actions as child porn. The question is whether the benefits outweigh
the drawbacks—I believe they do.

13 See China News on Freenet (in Chinese), http://freenet-china.org/ (November 2003)
or GrepLaw: Ian Clarke on Freenet and his Decision to Leave the USA, http://grep. law.
harvard.edu/article.pl?sid=03/09/02/0125236 (November 2003).

14 Kevin Poulsen, US sponsors Anonymiser — if you live in Iran, http://www.theregister.co.
uk/content/6/32922_html (November 2003).

15 There are indications that the APS Freenet [11] has been used to spread child porn, Slash-
dot Discussion, http://yro.slashdot.org/article.pl?sid=03/09/03/226243 (Oc-
tober 2003).

16 Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and
Obstruct Terrorism Act.

17 Electronic Frontier Foundation, http://www.eff.org/issues/usapa/ (October 2003).

18 Timothy McVeigh used a fertilizer bomb against Alfred P. Murrah Federal Building in
April 1995 and killed 149 adults and 19 children, http://www. infoplease.com/ipa/
A0882060 . html (October 2003).

11



3 Goals

The sea is dangerous and its storms terrible, but these obstacles have
never been sufficient reason to remain ashore.
—TFerdinand Magellan

In the following I shall discuss the goals of this thesis and present related work.

An APS is an Internet-based system where a person can publish a document by
uploading a file to the system, which consists of a number of servers. The per-
son can then inform other people about the document and they will be able to
download a set of files to make a copy of the published document. In practice,
the users have a program at their computers, which is used to publish or re-
trieve a file. In the following I shall use publisher to denote users who publish
documents.

When users have published a document, they can inform the intended audi-
ence about the publication. A publisher must obtain information from the sys-
tem, which can be used to retrieve the document again and the publisher can
distribute this information to the audience with the announcement of the pub-
lication. If users could search the system for documents or watch for certain
publications, this would be an improvement of the previous scheme.

The research community have proposed a number of APS designs, including:
GNUnet' [4], Freenet [10, 11] , Publius [38], Eternity [1], and Free Haven [21].
In the following, I shall evaluate these systems and other related work.

Anonymity, censorship resistance, and availability, are goals any APS is ex-
pected to meet. APS designs differs in how the goals are achieved and in how
they handle other issues. I shall divide all the goals and issues into the follow-
ing categories:

o Security: How difficult is it for adversaries to identify users? What threats
are the system designed to resist?

o Functionality: Does the system give users any guarantees on the lifetime
of published documents? Is it possible for users to update documents?
Can users search for documents?

o Efficiency: How many resources does the system require of servers and
users?

o Deployment: Under what circumstances can the system be deployed?

My goal is to design an APS, which emphasizes security and ease of deploy-
ment. The system must be resistant to attacks by powerful adversaries and the
system must be able to run on the computers and network connections avail-
able to ordinary people. These goals have higher priority than efficiency and
functionality. I believe an APS must be decentralized to provide adequate pro-
tection against powerful adversaries.

19 In [4], the authors describe a way to implement an APS on the top of GNUnet. In this paper I
use GNUnet to refer to the design presented in [4] .
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There are also a few goals related to functionality, which I shall try to integrate
into the design. As I mentioned previously, it would make the system easier
to use, if users are able to watch for certain publications. I shall provide this
ability by using updateable documents. Furthermore, the system should allow
documents to be placed on servers chosen by publishers and provide users and
servers with the ability to negotiate contracts and place documents based on
trust.

Another goal is simplicity: simple systems are easier to analyze, implement,
and deploy. I will strive for simple solutions.

In the following I shall discuss the goals and other issues in more detail:

e Section 3.1: The threat model and anonymity of users and servers.

e Section 3.2: The requirements created by the environment.

e Section 3.3: The role of trust.

e Section 3.4: Why decentralization is necessary to protect the system.
e Section 3.5: Deniability as a defense for storage servers.

e Section 3.7: Why arbitrary document placement is important.

e Section 3.8: What updateable documents provide and the problems with
updateable documents.

I shall finish with a summary in Section 3.9.

3.1 Anonymity and the Threat Model

The primary security goals of an APS are to make it hard for adversaries to
reveal the identity of the users and prevent censorship by making it difficult
for adversaries to identify servers where a specific document is stored. An ad-
versary, who wishes to exercise censorship must locate the offending material
and stop people from sharing it. In oppressive regimes it might be possible for
an adversary to turn the problem around and only allow the sharing of ap-
proved material on carefully controlled systems. Censorship can be enacted in
many ways. First, there are technical means, for example filtering traffic, block-
ing traffic, or attacking servers with denial-of-service attacks. Second, through
legal or repressive means, for example an adversary can make the use of a sys-
tem illegal or use threats against users and participants (who provide servers).

Users are anonymous in APSs but if the servers that store documents are pro-
vided with the same protection, then it will be difficult for an adversary to
exercise censorship by attacking these servers. If the servers are anonymous,
the information users need to retrieve a document must not contain informa-
tion, which adversaries can use to identify the servers that store the document.
To reach these goals, it is necessary for a system to provide sender anonymity
as well as recipient anonymity (these and other terms related to anonymity are
discussed in Section 4.1). Publius [38] and Eternity [1] are examples of APSs
that protects the anonymity of users. GNUnet [4] and Freenet [11] protects the

13



anonymity of both users and servers, but not as strongly as the other systems.
Free Haven [21] protects both users and servers.

I have chosen to design a system that provides sender and recipient anonymity
and resists attacks on the anonymity from an adversary whom:

e can observe or change the traffic between 50% of the participants

e might control 50% of the servers and users in the system

Such adversaries might be able to successfully expose some endpoints (Section
4.3.1) but the anonymity of users and anonymity-protected servers shall be
preserved against other attacks. The location of documents must also remain
unknown to such adversaries.

I believe that even if a system can in theory resist adversaries more powerful
than the 50%/50% model presented, the system will be vulnerable to attacks
by other means, for example attacka using traditional intelligence. To design a
system that will work under stronger adversaries, for example under oppres-
sive regimes with strong control of the communication infrastructure, is not a
goal.

3.2 Environment

I envision a system that demands few resources from users, who publish and
retrieve documents. Low requirements make it possible for more users to use
the system, but also make it easier for users in less free areas to cover their
activities.

Red Rover [6] is a system, which emphasizes the use of the system under re-
strictive regimes. Red Rover uses resources in free societies to provide docu-
ments to users in more restrictive societies. The system I design must be able to
support access like Red Rover does, using HTTP and SMTP to hide activities (I
discuss these issues further in Section 8.2.1).

I believe the system must be decentralized (Section 3.4) and I require that the
system works on servers provided by many small organizations. This impli-
cates that the system must be able to run on and be used on commodity com-
puting platforms. In practice, the resource requirements should be in the same
order as existing widespread peer-to-peer systems, such as Gnutella [35] or
Kazaa?’. However, | expect at least some participants to provide servers with a
decent availability—greater than 80%, but the design must not fail if this is not
the case (though performance might degrade).

3.3 Trust

Some servers in an APS must be trusted. First, anonymity requires that servers
are trusted not to reveal the identity of an anonymous party. Second, users

20 Kazaa Homepage, http://www . kazaa.com (November 2003).
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must trust the servers in the system to make their published documents avail-
able. Third, servers might need to trust users to publish certain content, for
example servers donated by organizations or individuals for a certain cause.

Services that provides anonymous communication are difficult for users to ver-
ify, as such services are designed to be hard to analyze to prevent adversaries
from learning about the communication.?! Furthermore, servers that provides
anonymity can use covert channels [40] to leak information about their opera-
tion.

Users are required to trust the servers, which they use to store a published doc-
ument on (to keep the document). If users can choose between a set of servers
and can obtain information to base their choice on, they can choose the servers
they regard as most trusted. Free Haven [20] provides a decentralized infras-
tructure to keep scores of the servers accountability. I believe, getting this to
work in a decentralized system is difficult. Furthermore, I do not believe ac-
countability benefits much from being integrated into the system and it can
help adversaries if they can direct attacks against the servers with the best ac-
countability records. I believe accountability should be implemented as a ser-
vice outside the system, used and updated by a group of users or participants
that trusts each other.

Servers must be able to authenticate users to restrict access to users that are
trusted. For example, such restrictions can be used to donate storage to certain
political parties in oppressive regimes.

As I shall discuss in Section 7.5.2, trust can be based on a web of trust [26, Chap-
ter 1] strategy. The requirement to a system to support the use of trust, is to let
authentication be integrated into the communication protocols. Furthermore,
if the system must provide users with the ability to choose servers or restrict
access for users, the system must also provide arbitrary document placement
(Section 3.7).

3.4 Decentralization

When I discuss centralization and decentralization in relation to APSs, I shall
concentrate on two related but different aspects:

o Technical: Is the system working in a centralized or decentralized fashion?

o Organizational: Is the system distributed among different organizations?

In a decentralized system, there are no central components, and if some parts
fail, some content or functionality might disappear or performance degrade.
However, the system must not completely fail. In a centralized system, there
are crucial components, which if they fail, make the system unusable. It follows
that decentralized systems are potentially more reliable than centralized sys-
tems. Decentralized systems require a more complicated infrastructure com-
pared to centralized systems, which is a disadvantage. For example, it is easier

21 This situation refers to most rerouting solutions. See Section 4.2.2 and Section 4.3.1.
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to keep a centralized index consistent compared to a distributed index. Further-
more, an APS with centralized components might be easier to attack if crucial
components are exposed to adversaries.

A system can be controlled by few organizations or spread out among many
organizations. Adversaries can attack a system directly by trying to control
the resources or indirectly by trying to control the organizations behind the
system. Another aspect is whether information about users and participants
are available at central points or is distributed. If it is available at central points,
these can be attacked. A centralized APS, where a few organizations control the
system, is more vulnerable to adversaries than a decentralized system.

An example of the problem of centralization is the cases of the centralized sys-
tem Napster22 and the decentralized system Gnutella [35]: Napster was suc-
cessfully closed down by the music industry, 2 Gnutella is more difficult to at-
tack, because there is no central system or organization. The Java Anonymous
Proxy (JAP),* a service for anonymous web browsing, is another example. JAP
was forced by the police to provide a bugged client to allow logging of visits
from users to certain web-sites. JAP was bugged without informing users, it
was discovered accidentally by a user looking at the changes in the new client.
The first system providing anonymous email, the Penet Remailer® is another
example of a centralized system that was forced to reveal the identity of a user.

Publius [38] and Eternity [1] are examples of centralized systems, based on few
servers. In these systems, the problems discussed in this section are not solved.
GNUnet [4], Freenet [11] and Free Haven [21] are decentralized systems.

In order to be resistant to powerful adversaries (Section 3.1), I believe it is nec-
essary for an APS to be distributed over many organizations. As a technical
centralized system would still leave few organizations with crucial compo-
nents, it would be necessary to trust these organizations and protect the com-
ponents. I do not believe that this is acceptable.

The goal is to provide a decentralized system, which is possible to distribute
over many organizations, and where a single organization have limited infor-
mation about users and participants.

3.5 Deniability

As I mentioned in Section 3.1, to let the servers, which store documents,
be anonymous is a goal. The servers are anonymous in Free Haven [21].
Anonymity protects server operators against some attacks, but not against an
adversary who search an operator’s computer for documents. Even if the mere
operation of a storage server is not a crime, a server operator can be punished
if illegal content is stored on her server. It follows that it must be hard to show
what content exists on the storage server.

22 The design behind Napster is described in [51].

2 Find Law, Legal News and Commentary, http://news.findlaw.com/legalnews/lit/
napster/ (October 2003).

24 Java Anonymous Proxy: http://anon.inf.tu-dresden.de/index_en.html (October
2003). The case was discussed at The Register Website, http://theregister.co.uk/
content/55/32450.html, (October 2003).

% http://www.wikipedia.org/wiki/Penet_remai ler (October 2003).
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In most existing APSs the operator of a storage server does not know what con-
tent she stores. This limited knowledge provides the operator with the ability
to plausible deny that she knows which documents she stores. If the operator
is accused of storing some specific content, she can defend herself by stating
that she did not know what she stored. The efficiency of this defense depends
on how hard it is to find out what is stored on a server (if it is easy to find out,
the operator might have to explain why she did not check what was stored).

Most APSs encrypt the document, or parts of it, and let the encryption key be
part of what is needed to retrieve the document. This scheme makes it possi-
ble to store an encrypted document. But if the encryption key is known by an
adversary and the encrypted document is found on a storage server, then the
adversary can show what is stored on the server.

Using a scheme called secret sharing (explained in Section 5) it is possible to di-
vide documents into pieces, in such a way that it is impossible to know what
document a piece belongs to. Secret sharing makes it impossible for an adver-
sary to search a number of storage servers for a specific document. I call this
strong denial. I have not found any existing systems that provide this.

To provide secret sharing to protect the server operators is a goal. The use of
secret sharing requires that documents must be divided into pieces, which are
stored on different servers.

3.6 Availability

There are two aspects of availability: reliability and efficiency. First, the system
must be able to make documents available even if a subset of the servers in the
system fail. Second, retrieval of documents in reasonable time must be possible.

As I have put few requirements on the availability of the servers in the system,
the design is required to provide redundancy. Free Haven [21] uses an infor-
mation dispersal algorithm to store pieces of a document in a redundant way
and Freenet [11] provides caching-based replication.

The goal is to make it possible to retrieve small documents in less than 60 min-
utes. For huge documents, only the bandwidth in the system should limit on
the retrieval time. It is unclear how efficient related APSs are, as few have been
evaluated in theory or practice. In Free Haven [21], location of pieces to recreate
a document is based on flooding (over a remailer network), this is inefficient.
Freenet [11] is based on routing that optimizes the placement of documents,
Freenet is expected to be efficient.2

3.7 Document Placement

In some APSs, documents are stored on servers determined by criteria that are
beyond the users’ control. The placement might instead be determined by the
content of the document. Publius [38] provides restricted placement: a docu-
ment is encrypted and divided into pieces and each piece is stored on a server

26 Practical tests of Freenet indicates some problems, they might be caused by problems incom-
patible versions.
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determined by a secure hash of the content. In Freenet [11] documents are not
placed on a fixed server, but cached at different servers on the path to the re-
questers of the document. % Freenet shows that schemes, which require control
of document placement, can make it possible to move documents around in a
system to support faster retrieval or better redundancy.

Another strategy is to allow arbitrary placement and movement of documents
or pieces of documents. Free Haven [21] is an example of such an APS. Most
file sharing systems also provide free placement, for example Gnutella [35].
The free placement can be used to place documents on trusted servers or to
make contracts with entities responsible for some servers. Contracts require
a trust scheme where users and servers can remain anonymous. Another
benefit of free placement is that it makes it possible to move documents
between servers by any scheme, this can for example make it possible to let
well-behaved servers transfer their documents to other servers if they leave
the system.

Arbitrary placement makes it possible to store and move documents using any
strategy, which makes the system more flexible. It is a goal to let the system
provide arbitrary document placement.

3.8 Updateable Documents

The main advantage of documents that can be updated is that it can reduce the
problem of announcements of publications. If documents are static, a publisher
has to use an out-of-band channel to announce new publications. With update-
able documents a publisher can announce an overview document, which is
kept updated with location information on new publications. The publisher
has to make only one announcement with this scheme.

A fundamental problem with the idea of updateable documents is that they
can be used to exercise censorship by tracking down the publisher and force
the person to delete or modify the document. Another aspect of this problem
concerns the safety of the publishers (not the potential censorship option): the
possibility of revocation can be an incentive for an adversary to find a publisher
and use force to make the publisher revoke the document, for example torture
(this problem is discussed in [20]).?

A central goal of an APS is to keep the publishers anonymous, this prevents
the mentioned problems. Furthermore, a system can provide both static docu-
ments and updateable documents to reduce such problems. Even if a publisher
of a static document identified himself in a published document (for example
by mistake), an adversary could not force the publisher to revoke it.

Free Haven [21] and Eternity [1] are examples of systems that do not provide
updateable documents. Freenet [11] and Publius [38] are examples of APSs
that provide updateable documents. In both systems updateable documents

27 However, in Freenet it is also possible for operators of servers to force the servers to store
specific documents.

28 The use of terror against users is not a problem only for systems that permits updateable docu-
ments. I expect, that an adversary, who uses terror to obtain control with a published document,
also would punish or prevent a publisher from further publications.
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are implemented by indirection. In Freenet an asymmetric key pair is used to
restrict access to update a document. In Publius access to updates is controlled
by a shared secret (a password). In Freenet documents are replicated on mul-
tiple servers, beyond the publishers control, and after an update there will be
different versions of the document available for at a certain time.

The system must provide both static and updateable documents (using asym-
metric keys as in Freenet [11]).

3.9 Discussion

In the previous sections I have discussed the goals I shall work toward, as
well as presented related work and how it deals with the presented goals. An
overview of some of the observations is given in Table 1.

System Decentralized | Anonymity Arbitrary Document
Placement
GNUnet v W)/ (V) -
Freenet v W)/ (V) +
Eternity + v /= v
Publius - v /+ +
Free Haven v v /Y v
System Efficient Strong Denial | Updateable Documents
GNUnet ? = =
Freenet v? = (v)
Eternity ? - -
Publius ? - v
Free Haven - =+ -
Table1 Overview of anonymous publication systems. The two parts of anonymity

refer to user/server anonymity.

Freenet [11] does not fulfill the goals I have stated, but is the most used APS.
Freenet has a large user base, but it is still a research project under develop-
ment, and there are too many changes in the network to provide a stable sys-
tem.?

The Free Haven project [21] is the related work, which most closely resembles
my goals. However, there are notable differences: Free Haven does not provide
strong deniability or updateable documents. Free Haven also concentrates on
integrating accountability into the system, which I consider a wrong decision
(Section 3.3). Moreover, there are problems with the current® Free Haven de-
sign. First, Free Haven uses unreliable and high-latency mixmaster remailers
for communication. Second, Free Haven does not have a efficient method to lo-
cate documents. These two issues results in an unacceptable slow system (Free
Haven is not currently used).

2 See Fracturing P2P Networks about Freenet, on Slashdot, October 6, 2003. http://slashdot.
org/articles/03/10/06/1058250.shtml (November 2003).

30 Free Haven is under heavy development, the next generation seems more promising, informa-
tion can be found on the project homepage http://freehaven.net/ (November 2003).
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I conclude that a new design is required to reach the goals I have stated. [ have
therefore decided to design Yet another anonymous publication system (YAPS®).
I will base YAPS on a distributed block storage system, which will consist of
storage servers. I will try to make a clean design where the different function-
ality is separated into different services, I shall treat these services as different
servers. A computer provided by a participant can run one or more of such
servers.

In the following sections I shall discuss the major issues that needs to be solved
in YAPS:

o Anonymous communication: I shall present existing solutions that provides
anonymous communication in Section 4 and present a new solution for
YAPS.

o Secret sharing: I shall discuss how secret sharing can be used to implement
strong denial in Section 5.

e Location: I shall discuss how blocks and documents can be located in Sec-
tion 6. Location is needed to recreate documents.

I shall discuss remaining issues in Section 7, including updateable documents
and redundancy issues. In Section 8 I present an overview of the design and
discuss security, requirements for users and servers, and performance.

31 The letter 4 is the 29th and last letter in the danish alphabet. A was officially introduced in
danish writing in 1948 to replace the use of the digraph aa. The digraph aa has been used
in danish to denote the sound of a long a since 1534 where it was used in Christiern Ped-
ersen’s Karl Magnus-chronicle. The symbol 4 was introduced in Sweden in 1526 (source: Dansk
Sprogneaevn, Nyt fra Sprognaevnet, http://www.dsn.dk/nfs/2002-3_htm). To replace two
a’s in an acronym with 4 is definitely not good style. I pronounce YAPS with a so-called short 4
sound to make it rhyme with Hobbes—the last name of the philosopher Thomas Hobbes or the
name of Calvin’s tiger. Note that YAPS is also an acronym of YAPS—an anonymous publication
system.
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4 Anonymous Communication

But words are things, and a small drop of ink,

Falling like dew, upon a thought, produces

That which makes thousands, perhaps millions, think.
—Lord G. G. Byron

To provide anonymity for users and storage servers is a goal. YAPS is a stor-
age system and the primary traffic in the system is publication and retrieval
of blocks, this means that anonymous communication is needed for large
amounts of data. Because the resources are limited and efficient retrieval is a
requirement, the anonymous communication solution must be efficient.

The choice of anonymous communication solution does not have a significant
influence on the rest of the design. First, all the solutions allow arbitrary pro-
tocols. Second, all the solutions require infrastructure where participants can
find information about the anonymous communication system (for example
current servers or encryption keys).

In the next sections, I shall discuss anonymous communication. I begin with a
definition of anonymity and related terms in Section 4.1, this is followed by an
overview of solutions, which provides anonymous communication in Section
4.2.1 shall then describe and discuss rerouting-based solutions in detail, includ-
ing a presentation of Mixminion [15] in Section 4.4. Subsequently, I discuss the
requirements for YAPS and a solution based on Mixminion in Section 4.3. A
summary is given in Section 4.6.%

I shall use the usual setting where a subject, a sender, sends messages to an-
other subject, a recipient, using a communication network. A message is the
payload of one or more packets, that in addition contains routing information.
The discussion can be generalized to describe other communication scenarios
by abstracting away the terms sender, recipient, message, and packet—for ex-
ample bidirectional real-time connections. I use these terms to follow the cus-
tom of most papers on this subject.

4.1 Anonymity

Before I can discuss anonymous communication I have to specify what I mean
by anonymity. My terms and definitions are inspired by the definitions given in
[43].

Anonymous communication is realized when two subjects can exchange mes-
sages and their identities are not revealed to the other subject or any third party.
In a communication, the two active subjects—the sender and the recipient—are
linked to the events of sending and receiving packets to communicate a mes-
sage. In anonymous communication the subjects cannot be linked to certain
events of sending or receiving packets. I shall therefore define anonymity in
terms of unlinkability between subjects and events:

32 Furthermore, I shall discuss implementation issues related to communication in Appendix B).
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Anonymity is a state where a specific subject, within a set of sub-
jects, the anonymity set, is unlinkable to an event.

Example: Given an anonymity set of users and the event that one of the users
in the set sent a message. The sender is anonymous if it is not known who sent
the message.

The anonymity sets for senders and recipients can be disjoint, equal, or have a
common subset. The sets can vary over time.

Anonymity can be expressed—or measured—as the probability of a specific
subject being linked to an event. Given an anonymity set with the size n, the
probability can vary between 1/n, the maximum possible anonymity, and 1,
where there is no anonymity.

The definition of anonymity as unlinkability is symmetric and can be extended
to:

e Sender anonymity: The property that a particular message is not linkable
to any sender and that to a particular sender, no message is linkable.

e Recipient anonymity: The property that a particular message cannot be
linked to any recipient and that to a particular recipient, no message is
linkable

o Relationship anonymity: The property that the sender and recipient in a
communication cannot be linked.

Relationship anonymity is a weaker property, than the two others, because it
might still hold even if it was possible to link all sent messages and received
messages to subjects. Relationship anonymity is the property that is usually
expected to hold in systems that provide anonymous communication.

Anonymity deals with the relations between subjects and events. Another re-
lated, but stronger property is:

e Unobservability: The strong property that it is not known whether an
event took place.

In an anonymous communication system that provides unobservability of all
events, it is not even possible to find out that subjects are communicating.

Unobservability can also be expressed as a probability, but is customary used
to indicate that nothing is known about an event.

Anonymity and unobservability are closely related to information theory, and
it is possible to express the probabilities as entropy. Some ideas on the use of
information theory to describe anonymity are presented in [18], where a model
for measuring anonymity in connection oriented communication is presented.
Another model is presented in [17]. The ideas are interesting, but hard to apply
to practical systems.?® There are many missing parameters in the models, and
it is hard to model real adversaries.

33 Usually, theoretical models for security are difficult to apply to practical systems.
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I require sender and recipient anonymity in YAPS (Section 3.1). Unobservabil-
ity can provide better protection in theory, but it is hard to support in practical
systems and the benefit is small. As long as the users and servers are anony-
mous, I do not believe it changes security in a significant way if an adversary
can learn that the system is used or how much it is used. To limit exposure
of users or make the system resistant to attacks against the anonymity is of
greater importance.

4.2 Overview of Anonymous Communication Solutions

In the following I shall shortly mention attacks against anonymous communi-
cation, and then give an overview of solutions for anonymous communication.

That an adversary cannot get information by analyzing the content of the mes-
sages exchanged (the payload of the packets) is an assumption. Messages can
be protected by encryption to prevent adversaries to learn from the content as
the messages is communicated.

Adversaries can direct attacks against the traffic between the set of users and
servers, such attacks are directed against communication links, and are usually
denoted as link-based attacks. I shall use the term server-based to denote at-
tacks that concentrate on servers or requires control of servers. I use the term
passive to describe attacks where traffic or environment is not altered, for ex-
ample eavesdropping. Active attacks are attacks where changes are made to
packets or where packets are blocked or inserted. Active attacks are often con-
sidered harder than passive attacks, but I believe active server-based attacks
are easier to mount compared to attacks on communication links, because to-
days operating systems are more vulnerable than most network connections.
Attacks against a small subset of servers or links are described as local attacks
in contrast to global attacks, where an adversary controls most servers or com-
munication links.

Any anonymous communication solution requires that the computers of
anonymous senders and recipients are uncompromised, otherwise the at-
tacker can eavesdrop at these endpoints.

Anonymous communication solutions falls into one of two groups broadcast
based solutions and rerouting based solutions. David Chaum was the first
to come up with an scheme based on broadcast: DC networks® [8]. DC net-
works are based on a simple protocol where all the users are broadcasting bits
in steps. a user can send one bit anonymously in each step. Before Chaum came
up with the idea of DC networks, he proposed a solution [7], which provides
anonymity by the use of a set of servers, which reroutes messages to make
it hard to correlate sender and recipient. Such a server is called a mix or a
rerouter.

34 DC is both a contraction of David Chaum and Dining Cryptographers.
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4.2.1 DC networks and Other Broadcast Solutions

DC networks were introduced as an unconditional secure solution to provide
anonymous communication. The scheme was introduced to solve the dining
cryptographers problem:

Three cryptographers are sitting down to dinner at their favorite three-
star restaurant. Their waiter informs them that arrangements have been
made with the maitre d’hotel for the bill to be paid anonymously. One of
the cryptographers might be paying for the dinner, or it might have been
NSA (U.S. National Security Agency). The three cryptographers respect
each other’s right to make an anonymous payment, but they wonder if
NSA is paying. [8].

The problem in this scenario is that one cryptographer needs to be able to
anonymously communicate exactly 1 bit to the others if she paid for the dinner.
If all the cryptographers could commit 1 bit anonymously, and a paying cryp-
tographer committed a 1, the problem was solved. David Chaum proposed in
[8] that each cryptographer flips a coin (with a 0 and a 1) in secrecy with the
cryptographer sitting to the right side (imagine a round table). Each cryptog-
rapher can then tell if the two coins she sees are equal. If a cryptographer paid
the dinner, she should lie.

The following interpretation of the protocol based on exclusive OR is my own
(Chaum does not use exclusive OR in the explanation). I shall use & to denote
the exclusive-OR operator. Assume each cryptographer says 1 (for true) if the
two coins observed were equal and 0 (for false) otherwise. The result of an
exclusive OR of all the statements by the cryptographers, would result in 0
if no cryptographer paid the dinner, and a 1 if one of them paid. The result
would be 1 because for n cryptographers there would be n sub results from
coin flips and each sub result would be ®’ed twice times to the final result
and as P @ P & @@ = @, the sub results would cancel themselves out from the
final result. A liar however, would negate a sub result, and this would result
in a negation of the final result. Chaum'’s solution can be generalized to any
number of participants. The requirements for the solution is that all the subjects
have a shared communication channel, and that each pair of participants have
a communication channel (to use for coin flipping).

An adversary who observes all the statements of the cryptographers, can only
tell that someone submitted a bit—not who. This results in sender anonymity
and because the information is broadcasted, the recipient can also be anony-
mous. The anonymity is unconditional against global passive attacks on the
traffic. No information sent as part of the scheme can help the adversary to
identify the sender or receiver. An active attacker can reduce the anonymity
set only by controlling some of the participants. If the attacker controls the two
neighbors to a participant s, the attacker would be able to see the two coin flips,
and be able to tell whether s committed a bit. Chaum’s scheme is strong and
the security is better than the requirements for YAPS (Section 3.1): an attacker
who controls 50% of the servers will be able to identify only the participants of
whom both neighbors are controlled.
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The disadvantage of DC networks is that only one bit can be committed at a
time on the shared communication channel, which makes the system ineffi-
cient. Also a protocol is needed to let a recipient know when a message is sent
to her. Few practical systems have been based on DC networks. However, Her-
bivore [31] and P° [56] are two examples. I shall discuss those in the following.

PS5 provides a system based on the broadcast idea in DC networks. The system
is an improvement of Xor-Trees [23]. In P® subjects are ordered in a binary tree
structure defining different broadcast channels, with a trade off of anonymity
and efficiency. The system has been simulated: the analysis shows that in a
system with 8192 subjects and anonymity sets in the order of 100 subjects, each
participant must constantly handle the decryption of about 200kB of asymmet-
ric encrypted data per second, and use 2 Mbps of bandwidth. In this setting, a
subject will be able to send about 200 kbps of anonymous communication with
a packet loss of around 40%3°. While a sender is sending a message, she can
use 6% of the available bandwidth—the traffic needed to send a messages is in-
creased with a factor of 17. If a sender is not using the ability to send messages
at all times, then the overhead increases accordingly (as the same computations
and traffic must be handled). For larger anonymity sets much less than 1% of
the bandwidth needed can be used to transfer content (I speculate that this is a
high estimate as the overhead grows fast (O(n)) with the size of the anonymity
set).

Herbivore extends DC networks by providing protocols for dividing all partic-
ipants into smaller subset and protocols for bandwidth reservation. The over-
head, excluding the traffic needed for reservation and the traffic wasted on col-
lisions, is at least 2(n — 2) for each bit sent , where n is the number of subjects
in the anonymity set. I believe that the anonymity sets in YAPS will be larger
than 1000. An anonymity set of 1000 would amount to an overhead of at least
99.94% of the bandwidth (or increase the traffic with a factor greater than 1996).
Herbivore has been implemented and tested with small anonymity sets (10-40
subjects). For large anonymity sets much less than 0.01% of the bandwidth
needed can be used to transfer content.

As the users in YAPS are expected to provide a limited amount of resources,
including bandwidth and computation, the solutions presented in this section
are not feasible.

4.2.2 Mix Networks and Other Rerouting Solutions

David Chaum'’s first proposal for anonymous communication was based on
the concept of rerouting servers [7]. A rerouter, which Chaum calls a mix, is
inserted between the sender and recipient, and its purpose is to make it hard
to correlate the communicating subjects.

In the original design, a mix had a public and private encryption key. The
sender of a message uses the public key to create a packet by encrypting a
message with information about the recipient and send it to the mix. The mix
stores a number of such packets in a pool, reorders them and decrypt and send

35 These numbers have been taken from the paper.it is not clear from the paper what the prefixes
exactly denote.
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them to the recipients. The effect of a mix is shown in Figure 1. The reorder-
ing done by a mix prevents a passive attacker from correlating the in- and
outgoing packets to correlate senders and recipients. The result is relationship
anonymity. A side effect of the reordering is that packets passing a mix will be
delayed, which introduces a latency.

packets

Gl L]

Figurel A mixrandomizes the order of incoming packets using a pool. An adversary
who observes the communication links cannot link senders and recipients because the
incoming packets cannot be correlated with the outgoing packets.

In the following I will collectively refer to senders and recipients as endpoints.

A set of mixes are used instead of just one mix because a single mix cannot pro-
vide adequate security. In a system with a single mix an adversary can identify
all endpoints, by eavesdropping on the communication links to a single server.
And just one server must be compromised to break the system completely. In-
stead packets are sent through a subset of mixes from the total set of mixes,
following a path. A user chooses a set of mixes to use as a path for a mes-
sage. Packets are created by encrypting the content with the public keys of the
mixes, starting with the last mix on the path, then the public key of the mix
before the last, and so on. The use of layered encryption is depicted in Figure 2.
Each mix on the path knows about only the next and the preceding mix (or an
endpoint). This encryption scheme guarantees that even if some mixes on the
path are compromised by an adversary, anonymity can still be preserved. Also
an adversary must monitor more communication links to identify endpoints.
The use of a set of mixes is shown in Figure 3.

encrypted encrypted

pa% mix paﬁﬁj] mparjet
M= m

Figure2  Multiple layers of encryption is used to prevent mixes from learning about
the path of a packet. This figure shows how a packet encrypted with the keys of two
mixes are decrypted, layer by layer, as it travels along the path.

Mixes are built to provide sender anonymity, but it is also possible to support
recipient anonymity using reply blocks. A recipient can create a reply block,
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senders recipients

Figure 3 A group of mixes require an adversary to observe a set of mixes. In this
example an adversary must observe the mixes 1, 2, 4, 5, and 6 to be able to identify the
endpoints of the communicating parties. Furthermore, if an adversary wants to know
exactly who a sender is communicating with, more than one mix must be attacked, as a
chain of mixes is used by all the senders.

by encrypting a header as if it were a packet, but with herself as the recipient.
The reply block is distributed to senders. Senders can attach the reply block
as a header to a message and send it through mixes to the recipient. A reply
block makes use of both the public keys of the mixes on the path and a number
of symmetric session keys generated by the recipient. Usually, the public keys
are used to encrypt the header and each mix gets access to a session key when
they decrypt the header. The session key is used to encrypt the payload of the
packet before it is resent. The use of a reply block is shown on Figure 4 and
the creation and use is described in detail in Appendix A. As the message is
unknown at the creation of the reply block, the message cannot be integrity
protected by the reply block. Reply blocks are also prone to attacks because
messages sent using a reply block always use the same path.

::::;i@ = (™) B
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Figure4 A reply block is used as a header in a packet to send a message as payload
to an anonymous recipient. As the layers of encryption are removed from the header,
other layers are added to the payload. The recipient knows all the keys used to encrypt
the payload and can remove them. Compare to Figure 2.

Mixes have been used for anonymous email since the original Cypherpunk
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remailer®® was deployed in the early nineties by the Cypherpunks.?”

The high-latency mix networks cannot be used to provide anonymous real-
time connections, such as TCP connections. Other rerouting solutions, have
been proposed to provide low-latency connections, for example Onion Rout-
ing [32], Tor [22], and Tarzan [28]. These systems work by setting up a circuit
using a path like the original mix design. The path is used for all the commu-
nication in a session. As in mix networks only the two neighbor rerouters are
known by any rerouter on a path. Packets are typically not rearranged at the
rerouters as they are in a mix, but instead resent immediately. The missing re-
ordering reduce security. The problem is that the in- and outgoing packets of
a rerouter can be correlated by timing and all the packets in a communication
are traveling along the same path. The system does still provide anonymity
against local attacks because it is still difficult to correlate a packet observed
somewhere on the path with a sender or recipient. I shall use the term OR net-
works to denote low-latency rerouting solutions, such as Onion Routing and
Tarzan.

Crowds [49] is a variant of rerouting, which only provides sender anonymity.
In Crowds all participants are rerouters. Rerouting is done by creating a circuit
based on a simulation of the flipping of a biased coin at each rerouter that
receives a packet. The rerouters either forward the packet to the destination or
to another rerouter, based on the coin flip. This scheme provides a circuit with
variable length path. The problem with this strategy is that it requires a packet
to contain information of the destination unencrypted (because all rerouters
on the path must be able to forward the packet to the destination), and the
packet is exposed to all rerouters on the path. This exposure can be used to
correlate sender and recipient, as in- and outgoing packets can be correlated at
each server (based on the destination information).

GNUnet [3] provides another variant of rerouting: queries are routed using
a flooding strategy. If a server stores something that can answer the query, a
response is sent back to the sender. If a server cannot answer, it queues the
query, and resend it to its neighbors, but it might change the sender address
to its own address. A similar strategy is used in Freenet [11]. This strategy
does not provide strong anonymity because packets can be traced (an attack
on GNUnet is described in [36].

Rerouting networks have been used in practical settings and they support a
large number of users. Usually, the number of users scales well with the num-
ber of rerouters. In many systems there is a small network-traffic overhead
for the users, to allow space for routing information. Typically the overhead
is between a factor of 1.1 and 2 (1.14 in Mixminion [15]). The rerouters have to
reroute the messages, and assuming paths of 5 to 10 rerouters, the total amount
of overhead will be a factor of 5.5 to 20, corresponding to 80%—-95% of the to-
tal network traffic required to send messages. But this overhead does not grow
with the number of participants, it is only dependent on the amount of payload
sent and affects the rerouters—not the users.

36 There are no published material written by the creators. A collection of emails on the
Cypherpunk mailing list describes the development of the Cypherpunk remailer: http://
cryptome.org/zks-v-tcm.htm (November 2003).

7 The Cypherpunks Home Page, http://www.csua.berkeley.edu/cypherpunks/Home.
html (November 2003).
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A weakness of most rerouting solutions is the use of a path created before a
message is send. This scheme requires all the rerouters on the path to function
properly, otherwise the message cannot be delivered.

4.2.3 Discussion

DC networks and related systems provide unconditional security against pas-
sive attackers, even global passive attackers. The problem is that existing sys-
tems require that all subjects provide resources, even when they do not com-
municate. This requirement combined with a huge traffic overhead makes it in-
feasible to use these solutions to provide anonymous communication in YAPS.

Mix networks and related systems can provide relationship anonymity and
sender and recipient anonymity against local attackers. These solutions are also
inefficient, but not as inefficient as DC networks and rerouting solutions scales
much better with the number of endpoints in anonymity sets.

I shall base the anonymous communication in YAPS on rerouting.

4.3 Rerouting Networks

In a rerouting network, anonymity is provided by using a network of rerouters
to reroute the communication. An anonymous sender chooses a path of
rerouters to send a message through, which requires the sender to know a set
of available rerouters. Recipient anonymity requires the recipient to provide
senders with a reply block.

I shall now discuss rerouting networks in more detail. I start by presenting
attacks against rerouting networks in Section 4.3.1 and path selection in Section
4.3.2. I shall then discuss different rerouting solutions in Section 4.3.3.

4.3.1 Attacks Against Rerouting Networks

The function of a rerouting network is to make it hard for an adversary to cor-
relate the incoming and outgoing packets to and from the rerouting network.
An adversary can break the anonymity that the system provides, if she can cor-
relate the incoming and outgoing packets to and from the rerouting network.
A problem with the functionality of a rerouting network is that it is hard to
verify that the network and the rerouters behave correct. This problem is diffi-
cult to solve, because it is the purpose of the rerouter to obfuscate the rerouting
process. The problem makes it impossible for users of the rerouting network to
identify compromised rerouters and packets manipulated by an adversary.

In the following I shall describe different kinds of attacks against rerouting net-
works and discuss countermeasures. Generally, an active attacker can flood a
system with packets, or try to bring down or make some of the rerouters unsta-
ble. Both attacks can be used to make the system unusable (a denial-of-service
attack) or to force users to use a specific set of rerouters—in effect making other
attacks easier. I speculate that against the most powerful adversaries—for ex-
ample a nation like the United States—attacks are impossible to prevent but
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large rerouting networks makes the attacks hard. Like for other security sys-
tems a practical goal is to make it more expensive to break the system, than the
value of revealing the identity of the communicating parties for the attacker.

Users of a rerouting network must place complete trust in at least one of the
rerouters on the path. There are two aspects of this trust. First, users must trust
the operator of a rerouter not to reveal information about the communication.
A rerouter operator can be attacked with court orders®, threats, or bribery. Sec-
ond, users must trust an operators ability to defend her rerouter against attacks
to compromise the server (for example, an adversary can use Trojan horses or
vulnerabilities in the operating system of the rerouting server to mount server-
based attacks).

Another concern is the users themselves, as the users can use the rerouting
network in a wrong way. Case studies of this in real systems are provided in
[12]. I shall try to avoid mistakes of this kind in YAPS by clearly describe how
the system is expected to be used to provide anonymity.

Server Based Attacks

If a server in a rerouting network is compromised by an adversary, the effect
of that server as a rerouter is eliminated. All communication using a path in-
cluding the compromised server is protected as if the path did not include that
server (against the adversary who controls it). If all the servers on a path are
controlled by an adversary, the rerouting does not provide any anonymity. The
effects of attacks directed against the servers have varying effects dependent on
the number of servers compromised and the path lengths. Such attacks must be
taken into account by a path selection scheme and servers and operators must
be protected against such attacks. A rerouting design cannot by itself protect
against such attacks.

Replay Attacks

A replay attack works by observing the in- and outgoing packets to a rerouter.
If a packet is resent to the rerouter, this results in the sending of a packet by the
rerouter, which has already been sent, and an earlier incoming and outgoing
packets can then be correlated.

Replay attacks can be countered by caching packet identifications or hashes of
packets and reject packets that are duplicates of packets already seen. If it is a
problem to store enough entries in the cache, timestamps can be introduced,
and packets older than the oldest in the cache rejected. However, this solution
allows attackers to use the information in the timestamps. Another solution is
key rotation as introduced by Lance Cottrell.*” Using this strategy, a rerouter

3 Examples of court order attacks include: United States District Court for the Dis-
trict of Columbia, Civil Action No. 98-116, http://www. loundy.com/CASES/McVeigh_
v_Cohen._html (November 2003) and American Health Scan v. Technical Chem. and
Prods., Inc., http://www.cybersecuritieslaw.com/lawsuits/cases_corporate_
cybersmears.htm, (November 2003).

%9 Lance Cottrell, Mixmaster & Remailer Attacks, http://www.obscura.com/~loki/
remailer/remailer-essay.html (November 2003).
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only uses its public key in a period of time corresponding to the size of the
cache. When the cache is full, a new key is made, and replays using the old key
is be rejected (the packets cannot be decrypted correctly). A disadvantage of
key rotation is that it create a key management problem, as users and servers
need access to a new public key when a key is rotated.

Another possible solution is to allow packets to be replayed, if they are not in
the cache of packets already seen, but make it difficult for an attacker to deter-
mine if an outgoing packet is a replayed packet. An encryption scheme, which
do not encrypt the same packet to the same ciphertext twice, ¥ can make it
difficult to combine link attacks with replay attacks: an attacker who replays
packets and observes traffic is not able to make a direct replay attack by ob-
serving duplicated packets (but it might still be possible to learn from the du-
plicated path the replayed packet travels). However, adversaries who controls
a number of rerouters, can still identify replayed blocks that passes one of the
controlled rerouters, because they can observe the decrypted content (that re-
main unchanged).

Blending Attacks

An active attacker can block or delay packets and insert bogus packets to ma-
nipulate rerouters to correlate packets. This attack is called a blending attack
because the adversary blends his own fake packets with the real packets in
a rerouter. If messages are blocked, the set of incoming packets would be re-
duced, which would make it easier to correlate incoming packets with outgo-
ing packets. A countermeasure is to require rerouters to stop resending if they
only receive few incoming packets. However, this countermeasure does not
work because the attacker can just insert bogus packets to keep the number of
ingoing packets high. The adversary can remove the bogus packets again from
the set of outgoing packets (for example, the adversary could make sure the
bogus packets where resent to rerouters she controlled).

To make countermeasures against blending attacks, is hard, specially against
global attackers. A detailed analysis of the effect of blending attacks against
different types of mixes are given in [54]. One countermeasure is to use ran-
dom cover traffic. This cannot prevent a blending attack, but make it impracti-
cal because an attacker would have to find out which packets are real packets
and which are just cover traffic. Another strategy is to use a verification scheme
to authenticate servers or time stamp messages. This might be able to prevent
blending attacks, but is impractical, because it introduces complicated and re-
source demanding protocols.

Edge Attacks

In a rerouting network where the rerouters can be distinguished from the end-
points, it is possible for a passive attacker to identify senders or recipients if the

40 One solution is to use a block cipher in CBC-mode with a random IV and send the IV with the
packet [39, Section 7.2.2].
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communication between the endpoints and the closest rerouter on the com-
munication path is observed. Such an attack is called an edge attack. If end-
points cannot be distinguished from rerouters, this attack is impossible. Tarzan
[28] is an example of a system where endpoints cannot be distinguished from
rerouters, because all participants operate rerouters. A problem with such sys-
tems is that all participants must provide resources to work as a rerouter. An-
other problem is that it can make it easier for an adversary to find users if they
all operate rerouters (specially if a list of rerouters is published).

If edges are open to attacks, for example if the network connections of users
are observed, the only solution is to try to hide the traffic to the system (I shall
discuss this in more detail in Section 8.2.1).

Attacks Based on Reply Blocks

A reply block is used to create a packet that can be sent to an anonymous re-
cipient. If a mix network allows reply blocks to be reused, then an attacker can
use a reply block to send a number of messages to a recipient and they will all
travel along the same path. For example, an attacker can send a message to the
recipient, and the attacker will know that the next mix on the path will be from
the set of mixes that the mix forward packets to. This can be repeated and the
attacker can reduce the set of possible mixes, because she knows the next mix
on the path is in the intersection of all the sets of mixes she have learned about.
The attack is hard to apply because the mixes can potentially store messages
for a long time unknown to the attacker. The attack can however be combined
with other attacks.

This attack, which uses reply blocks, can be prevented if reply blocks are only
allowed to be used once, this is the solution provided in Mixminion [15]. The
disadvantage is that recipient must create and distribute at least one reply
block for each message they receive.

Miscellaneous Correlation Attacks

If the packets have characteristics that can be correlated, a local passive attacker
can break the security provided by a rerouter by correlating the packets coming
to and leaving from the rerouter. For example, a correlation attack can be based
on the size or content in a packet. The Cypherpunk Remailers did not pad
packets to a fixed sizes, which made it possible to correlate the packets. If part
of the content of a packet is unchanged at the rerouter, this can be used to
correlate packets. If packets are re-encrypted, passive attackers cannot use the
content to correlate packets.

An active attacker can try to alter parts of incoming packets and if the alteration
can be correlated to changes in outgoing packets, the packets can be correlated.
Such a tagging attack is possible only if the attacker can identify the tagged
packet at later on the path of the packet on either a communication link or a
controlled rerouter.

A tagging attack can be countered if the tagging can be revealed at the first
rerouter the tagged packet arrives at. Integrity protection will reveal such an
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attack. Integrity protection can be implemented using a MAC [39, Section 9.5].
In Mixminion [15], the integrity protection is provided indirectly by encrypting
part of the header with a key based on the payload and some of the information
in the header. If a single bit is changed in the content the key is based on, the
result is a random-looking header after decryption. A random packet can be
discarded by a mix (it would be impossible to forward the packet anyway,
because the routing information would be unreadable).

Another way to correlate packets are timing. Correlation by timing is usually
not a problem in modern mixes, but OR networks, which does not rearrange
packets before resending are prone to such attacks. Such OR networks allows
adversaries to correlate the sender and recipient of a communication, if both
are observed during the communication. In Tarzan [28], the communication is
based on pairs of rerouters. Each pair exchanges a constant amount of data,
either anonymous communication or random data. This makes it impossible
for an adversary to learn anything just from watching traffic.

Other Attacks

The attacks presented previously are used to directly identify users, but other
attacks are also possible. If the objective for an adversary is to prevent anony-
mous communication, this can be done by blocking access to rerouters or by
denial-of-service attacks against the rerouters. Such attacks can also be com-
bined with other attacks to reveal the identity of users, as users can be forced
to use a subset of the rerouters.

4.3.2 Path Selection

In this section I shall concentrate on path-selection issues related to security.

The path selection is an important aspect of rerouting networks. If all the
rerouters on a path are controlled by an adversary, the endpoints are not
anonymous against this adversary. The path is usually chosen at the endpoint,
or at the first rerouter. In some rerouting networks the path is freely chosen as a
subset of the trusted and available rerouters, this is called free-route rerouting
networks. Another possibility is to have a fixed path for all communication or
let endpoints choose between a number of fixed paths constructed from the set
of rerouters. These paths are called cascades.

In [5] it is argued that against a global attacker cascades are the strategy, which
provides the highest amount of anonymity, because fewer attacks are possible.
The general idea is that in a cascade with one fixed path the anonymity set con-
sists of all the participants (for example all senders), and this does not change
even if all but one rerouter is controlled by an adversary (ignoring endpoint
attacks and assuming the mixes forward the packets correctly). In a free-route
rerouting network, the anonymity set for ingoing packets to a rerouter is a
union of the anonymity sets of the rerouters that sends packets to a rerouter,
this anonymity set will usually be a small subset of all the senders, because the
senders might use different paths and only a subset of all rerouters.

Cascades introduce other problems. First, to make edge attacks against cas-
cades is easier, because all the rerouters placed first or last in the cascades are
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known, and this set is smaller than the total set of rerouters. Second, blend-
ing attacks (Section 4.3.1) and other attacks based on the sets of rerouters a
rerouter communicated with are easier against cascades, as the paths are fixed.
Third, cascades makes a system more vulnerable to denial-of-service attacks or
blocking, because they create crucial components. Fourth, cascades prevents
untrusted or malfunctioning rerouters from being excluded by a user from a
path.

In practice, the disadvantages of cascades outweighs the added security
against a global attacker. Furthermore, I speculate that the power a global
attacker represents, can be used to break any rerouting network using other
means. I shall use a free-route path selection for the anonymous communica-
tion in YAPS.

The path length is essential for the security. The optimal path length is stud-
ied in [33]. In that paper, formulas are provided that can be used to calculate
optimal path lengths or length distributions, given a number of rerouters and
the expected number of rerouters controlled by an adversary. In the paper it
is shown that variable path lengths are most secure and that security does not
monotonically increase with the path length. There is a maximum length, and
the use of paths longer than this length decrease anonymity. Longer paths re-
duce security because they can include a larger number of rerouters controlled
by adversaries. The decrease in anonymity is of theoretical nature and I specu-
late that other attacks will be more of a concern in scenarios where long paths
reduce anonymity.

The path length must be determined using the number of rerouters and end-
points, and the number of rerouters an adversary is expected to be able to con-
trol, as well as the anonymity expected of the system. As an example I would—
based on [33]—propose variable path lengths between 5 and 10 rerouters for
systems with 50 to 100 rerouters. These are numbers that I would expect of the
anonymous communication in a practical deployment of YAPS.

4.3.3 Discussion

I have introduced the idea of mixes and rerouting networks, presented attacks
against such systems, and discussed path selection. I shall now discuss a pos-
sible solution to provide anonymous communication in YAPS. First, I have to
identify my requirements. I need a solution that provides both sender and re-
cipient anonymity and there must be a limit on latency to support document
retrieval in reasonable time. Another consideration is reliability, YAPS must be
able to work even if a subset of the rerouters fail, I shall return to this in Section
7.6.1.1also have to consider whether rerouters in YAPS must be indistinguish-
able from endpoints.

Systems like Crowds [49], do not provide recipient anonymity, so they fail to
meet the requirements. Solutions like those in GNUnet [3] and Freenet [11],
provide only limited anonymity, GNUnet is analyzed in [36]. Furthermore,
these systems provide a limited variant of recipient anonymity, because they
are based on queries, which are spread in the system.
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Real-time connections are not required, so mixes are a possibility as long as the
latency can be limited. Mix networks are harder to attack than OR networks
(Section 4.3.1), I shall therefore base YAPS on a mix-based solution.

If endpoints cannot be distinguished from rerouters, edge attacks are pre-
vented, but the solution introduces problems: all users must operate rerouters,
which requires resources and it makes users more exposed. I shall not require
that users are participating as rerouters (but it should be possible for users to
participate with a rerouter, to provide security against edge attacks).

Different strategies exist on how a mix collects and resends packets [16, 54].
These strategies are based on the number of packets the mix currently holds or
timing. In systems where low latency is a requirement, timing is used to guar-
antee low latency, an example is the simple timed mix, where all packets are
sent at each timeout. Another simple strategy is the threshold mix, where all
packets are sent when a certain number of packets are reached. The more se-
cure strategies hold a large pool of packets, resulting in high and unpredictable
latency. An example is the Cottrell mix [13], where randomly chosen packets
are sent at each timeout, but only if the number of packets in the pool is higher
than a fixed threshold. The Cottrell mix was introduced with the Mixmaster
remailer [13], and the reordering in Mixminion [15] is also based on it.

In Mixminion [15], the rerouting is made more resistant against blending at-
tacks by adding dummy traffic between the mixes.

Some mixes are based on theoretical work that can provide strong guarantees,
including zero-knowledge proofs [39, Section 10.4]. These include flash mixes
[34], provable shuffles [29], and hybrid mixes [41]. The advantage of these ap-
proaches are the guaranteed properties, but the problem is that they are im-
practical because they require synchronization and are ineffective. These solu-
tions are impractical for YAPS.

Most work on mixes has ignored the practical problems that must be solved to
deploy the system—the general exceptions being remailers. Practical remailers
for anonymous email have been tested and proved to work in practice. The
Mixminion remailer [15] is the latest remailer design, and I have chosen to
study this as a basis for a mix-based anonymous communication solution for
YAPS. I shall present Mixminion in the next section and in Section 4.5 a solution
based on Mixminion.

4.4 Mixminion

Mixminion [15] is an attempt to design a modern mix-based rerouting network
for email communication. Mixminion is based on the mixmaster remailers as
well as on current research on anonymous communication.

I shall use the following terminology to describe the different types of packets

in Mixminion*!:

o F-packet: Forward packet, used to provide sender anonymity.

41 The terminology I use differs slightly from the terms used in the Mixminion paper [15].
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o R-packet: Reply packet, used to provide recipient anonymity. The sender
uses a reply block provided by the recipient to create the packet.

o FR-packet: Forward-reply packet, used to provide sender and recipient
anonymity. The sender uses a reply block provided by the recipient to
create the packet.

Mixminion is the first remailer to drop SMTP for packet transport, this is re-
placed by TLS (Transport Layer Security) [19] over TCP. TLS is used to authen-
ticate the next rerouter on a path, and transferred packets are encrypted with a
session key to make passive or active attacks on the link impossible.

As I have mentioned earlier (Section 4.3.1) replay prevention is done with a
combination of a cache of already seen packets and key rotation. In Mixmin-
ion, each mix must announce its keys and key rotation scheme to a directory
service, this service is used by the senders to create packets. Mixminion is a
free-route mix: senders create paths randomly from the set of current mixes.

To provide recipient anonymity it is necessary to use reply blocks. In Mixmin-
ion reply blocks are not allowed to be reused. Single-use reply blocks require
recipients to produce and distribute a number of reply blocks corresponding to
the messages that they expect to receive. Reuse of reply blocks can be prevented
the same way replay of packets can be prevented. In Mixminion, single-use re-
ply blocks are denoted SURBs, I will also use that acronym.

To provide as large anonymity sets as possible, Mixminion [15] makes it impos-
sible to distinguish between F-, R-, and FR-packets. The use of a dual header
scheme makes it impossible to distinguish between the different packets. There
are two headers in a packet, which are built depending on the packet type (hops
refers to the number of mixes on a path):

o F-packet: (1) A sender generated mix-route (4 hops) (2) a sender generated
mix-route ending with the final recipient (2 hops).

o R-packet: (1) SURB (recipient generated mix route, 4 hops) (2) empty.

o FR-packet: (1) A sender generated mix-route (4 hops) (2) SURB (recipient
generated mix route, 4 hops).

The packets are routed along a path and at a crossover-point (the last mix on the
path in the first header), either (1) the packet is forwarded to the final recipient,
or (2) the headers are swapped, and the rest of the path defined in the new
header. Because the headers are encrypted, they cannot be distinguished.

The use of reply blocks in mix networks usually allows tagging attacks, because
the message cannot be integrity protected (the reply block is created indepen-
dent of the message). Because packets must be indistinguishable in Mixminion,
it is not possible to provide integrity protection directly on any of the packets.
Instead Mixminion provides indirect integrity protection using a block cipher
with a large block size (see Section 4.3.1), and by the use of a cross-over mix,
where the headers are swapped. The protection is implemented by using the
first header and the payload to encrypt the second header at the cross-over mix,
this results in an unreadable second header if there have been made changes in
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the second header or the payload. If a packet is tagged, the packet is destroyed
at the crossover-point (by the decryption), and will never reach the recipient
(thus preventing an adversary from identifying the recipient). R-packets do
not pass a crossover-point, but they are not open for tagging attacks because
the payload is encrypted by the parameters specified by the recipient in the
reply block (this idea is shown on Figure 4, p. 27).42

The reordering strategy used in Mixminion [15] is based on the Cottrell mix
[13] (Section 4.3.3). To enhance resistance against blending attacks, the mixes
add a random number of dummy packets each time they resend packets. This
method is presented in [54]. The dummy packets are generated to travel a path
of 1-4 mixes, and are discarded at the last mix on the path.

45 A Mixminion Based Solution

The Mixminion design [15] does not meet the requirements for YAPS. There are
two main problems related to the use of reply blocks. First, the use of SURBs
requires all servers that are anonymous, to create and distribute a huge amount
of SURBS. Second, even if I assume reply blocks can be reused, the use of key
rotation to prevent replays creates a problem if the key rotation happens more
often than reply blocks are changed, as these are based on the keys at the mixes.

YAPS requires that reply blocks of servers have a long lifetime. Users can send
a SURB to anonymous servers, and would therefore not need reply blocks with
a long lifetime. In the following I propose a variant of Mixminion [15] that
meets the requirements of YAPS.

What are the space requirements for a cache and key-rotation scheme to pre-
vent replay attacks? If I assume the anonymous servers update their reply
blocks each month, key rotation can also be done monthly. If I furthermore
expect that it might be necessary to keep the two latest keys at each mix, to
reduce problems when the keys are rotated, each mix would need to cache two
months of messages. If I assume an average of 100,000 packets a day, and an 8B
hash value® is saved for each packet, about 61-100,000-8 = 48.8M B is needed
for the cache. This space requirement is reasonable and I suggest a solution like
this with key rotation and caching.

The use of a hash made from a packet header to prevent replay attacks also pre-
vents servers from reusing reply blocks. It is therefore necessary that a recipient
marks a reusable reply blocks, to make reuse of the reply block possible. For
reusable reply blocks, a mix should not save a hash of the header in its cache,
but rather save a hash of the message, as this prevents replays of packets with
reusable reply blocks, but allows reuse of reply blocks.

The main problem with reusable reply blocks is that they can be used to mount
replay attacks. The problem is reduced against link-based attacks if the com-
munication between the mixes are encrypted—as I will suggest. In Mixminion
this is done with the use of TLS, later I will provide a simpler solution (in Sec-
tion 7.6).

42 An attacker that tags an R-packet will not be able to verify the tag later, as it is encrypted at the
first rerouter it passes.

43 An 8B hash value is a sufficient large hash value, as the change for a collision would be less
than 1to 4 - 1013, and the damage of a collision limited.
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In the most recent work on Onion Routing an approach named rendez-vous [22]
is presented as a solution to recipient anonymity. In this approach, a recipient is
listening for connections at certain points (on other servers), using anonymous
communication connections, thus gaining recipient anonymity. These commu-
nication points must be advertised to potential senders, and senders can con-
tact the recipient through the points to set up an anonymous communication
path (using other rerouters than those used to make the contact).

The rendez-vous strategy can be modified to work with the messages based
communication in mixes. A recipient announces an ID (these are explained in
Section 7.1.1), and a list of middleman-mixes. 1 shall denote middleman-mixes
as m-mixes). Users can send messages to a recipient by creating a packet with
the message and the ID of the recipient, which is sent to one of the listed m-
mixes listed by the recipient (for example, as an FR-packet to provide sender
anonymity). Each m-mix is given a number of reply blocks by the recipient,
these reply blocks are used to forward packets, which the m-mix receives for
the recipient. The packets include the recipients ID, and the m-mix creates a
new packet, using the payload and a randomly chosen reply block. The func-
tion of the m-mix is shown in Figure 5.

m-mix
f| o
sender |:| -©
mixes

Figure 5 The m-mix. The recipient B have placed a set of reply blocks at the m-mix,
and announced the m-mix to senders. A can send messages to B by sending them to the
m-mix with the ID of B. At the m-mix the message is recovered, and a new packet is
created and send to B using one of B’s reply blocks.

In the following I refer to the path between the sender and the m-mix as stage
1, and the path from the m-mix to the recipient as stage 2.

The main advantages of the m-mix approach is that the recipient does not need
to announce a reply block to senders and the sender can choose an arbitrary
path for stage 1. The recipient can update the reply block at the m-mixes as of-
ten as she wishes. Furthermore, it is possible to make attacks harder by limiting
the use of reply blocks (for example, by setting the maximum number of uses).
However, this approach can only provide a security advantage over normal
use of reusable reply blocks if the m-mix is not controlled by an adversary (as
the m-mix possesses the reply block), but the window of misuse is still limited
by the key rotation scheme.

If an attacker tries to mount an indirect attack based on the reply blocks by
sending packets to the m-mix with the recipients ID (as presented in Section
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4.3.1, p. 32) this would be made more difficult than an attack based on the
possession of a reply block, as the m-mix might use different reply blocks for
each incoming packet.

An attacker that can identify a reply block on stage 2 is still able to mount
replay attacks as in other systems with reusable reply blocks. An attacker can
identify reply blocks on stage 2 if she controls a mix on the path: as reusable
reply blocks are marked, they can be identified.

When a sender, Alice needs to communicate with an anonymous recipient, Bob,
and Bob expects an exchange of messages, Bob can send SURBs back to Alice
to use for the next message to limit the use of Bob’s m-mixes.

An alternative to the use of packets containing routing information is to set up
a circuit to transport messages through (as in Onion Routing [48]). The initia-
tor can send a hello to an anonymous recipient, who sets up a path, which ends
with an #n-mix. The ID of the n-mix is sent along with the hello to the server,
using the m-mix. The recipient can then send an answer back, which contains
information to set a path up along the way to the n-mix. The n-mix is then able
to forward messages between the two communicating parties using the paths.
The setup can consist of a symmetric key for each mix on the path, as well as an
identifier. Layers of encryption would be removed on the path until the n-mix,
and added on the path after the n-mix. The parties would need to exchange a
symmetric key to use to encrypt the content, to have it protected at the n-mix.
The advantage of this scheme seems to be that only minimal routing informa-
tion must be sent along with the packets that use the circuit, which can save
traffic. Furthermore, symmetric encryption can be used, which requires fewer
computation resources than asymmetric cryptography. However, the advan-
tage is however limited, as a non-circuit solution also requires information for
routing and a circuit design is more complex. At each rerouter both solutions
require information on where the packet should be forwarded to. The circuit
solution has a state compared to a non-circuit solution where each packet is
routed independently. I shall not propose a solution that uses circuits.

Another problem with Mixminion [15] is the potential unlimited latency in the
mix strategy. This strategy can easily be changed by putting time limits on
incoming packets and force a mix to forward the packets after the time limit
has expired. This time limit reduces security**, for example, the limit makes
it easier for attackers to mount attacks based on reply blocks (Section 4.3.1, p.
32). I believe that to provide an acceptable latency, the average time a packet
is pooled must be limited to 20 seconds on average. This limit results in an
average latency of 150 seconds for paths between 5 and 10 mixes. In practice
the time limit shall be chosen randomly to reflect a normal distribution. If a
mix receives few packets, it must add cover packets (like in Mixminion) to its
pool to prevent adversaries from mounting correlation attacks. I believe more
analysis is needed to determine exactly how much cover traffic a mix should
add.®

# Exactly how much it reduces security is not clear. I believe, that the paper Stopping Timing
Attacks in Low-latency Mix-based Systems by M. Wright, B. Levine, M. Reiter, and C. Wang (to
appear in Financial Crypto’04), will provide some answers to this question.

%5 I speculate that at least 10-20 packets must be kept in the pool at all times.
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In short I propose a mix design based on Mixminion [15], but with the follow-
ing changes:

e Limited key rotation, the key rotations should be done no more often
than anonymous servers can update the reply blocks at the m-mixes.

e Reply blocks can be reusable and it is possible to distinguish packets with
a current header based on a reusable reply block from other packets.

e Reply blocks are distributed to m-mixes and potential senders are given
storage server IDs and m-mix IDs.

e M-mixes forward packets to anonymous recipients by creating a new
packet using a randomly chosen reply block for the given storage server
ID.

o The time a mix can hold a packet is limited.

These changes introduce changes into the different types of packets, created by
a sender to an anonymous recipient using an m-mix:

o FR-packet by m-mix: (Stage 1) a sender generated mix-route to the m-mix
(stage 2) storage server ID.

o R-packet by m-mix: Special case of FR-packet, where stage 1 is only one
hop.

The protection of these packets against tagging works as follows: if there have
been changes to the payload or headers in a packet before the m-mix, the packet
cannot be delivered, because the mix-route or ID is unavailable. After the m-
mix the packet is protected like in Mixminion [15]. The m-mix resends the in-
coming packets as a normal R-packet.*®

4.6 Summary

I have presented a number of theoretical and practical solutions to the problem
of anonymous communication. I found that rerouting based solutions provides
the most efficient solutions and that a modified mix-based solution can provide
better security than an OR rerouting solution.

Mixminion [15] is a promising practical mix-based design, but it does not ful-
fill the requirements of YAPS, I therefore proposed a variant of Mixminion.
The variant allows reply blocks to be reused, but allows easy updates of re-
ply blocks by using m-mixes as an indirection when recipient anonymity is
required.

The proposed solution requires a number of servers that can function as mixes,
as well as infrastructure to let users of YAPS and the servers in the system
know about the mixes.

46 Another possibility is to resend the packet as a normal FR-packet. This makes it harder for
an attacker to make indirect attacks before the m-mix, using the reply block. More analysis is
required to reveal the overall effect of this regarding security.
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5 Secret Sharing

You're setting up a launch program for a nuclear missile. You want to make
sure that no single raving lunatic can initiate a launch. You want to make
sure that no two raving lunatics can initiate a launch. You want at least three
out of five officers to be raving lunatics before you allow a launch.

—Bruce Schneier, Applied Cryptography [53, Section 3.7].

I shall now discuss how strong deniability can be implemented using secret
sharing. I shall start by giving an overview that states the requirements of
YAPS and introduces secret sharing (Section 5.1), then present schemes for se-
cret sharing in Section 5.2 and Section 5.3. This is followed by a discussion in
Section 5.4.

5.1 Overview

The goal is to provide a storage-server operator with the ability to deny knowl-
edge of the content stored on the operator’s server. YAPS protects storage
servers with anonymity (Section 3.1), this protects against adversaries who
tries to find the identity of servers where something is stored. Another consid-
eration is adversaries searching storage servers for illegal material. To defend
against such attacks, server operators need the ability to deny knowledge of
the content on the server. Most APSs provide this protection by encrypting the
content, but this approach can fail if the adversary can get the decryption key.

I propose another approach, using secret sharing, which makes it impossible to
link the content on a storage server to any document. Even if an adversary can
publish a document D, by storing a block B, and later finds B on Bob’s server,
the adversary cannot show that the B on Bob’s server probably originates from
D. If the adversary can prove that the publication process did store B on Bob’s
server, this defense would probably not work—the anonymity of Bob’s server
should however prevent such an attack.

This approach, using secret sharing, makes it impossible for Bob to know any-
thing about the documents that the blocks on his server originates from—even
if Bob is told what documents they can be used to recreate. If I have informa-
tion to recreate a specific document X, from content stored on Bob’s storage
server, I will not know whether the content on Bob’s server did originate from
that document. For example, someone could have produced my information,
as anyone would be able to create information, which showed that part of doc-
ument X is stored on Bob’s server.

In YAPS the documents must be split into blocks of a fixed size. These blocks
are transformed by secret sharing, and the resulting blocks are stored at the
storage servers. I shall use the term share to describe the transformed blocks in
some of my explanations, to clarify the difference from the original blocks.

Secret sharing is used in Publius [38] to distribute encryption keys for the pub-
lished documents. Secret sharing is also used in Tangler[61], a centralized APS,
to provide entanglement of documents. The entangement in Tangler prevents
censorship by removal of blocks, because removal could affect a number of
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documents. The idea of Tangler has been discussed in relation to plausible de-
niability, because it removes the relation between retrieving a specific share
and a specific document, ¥/ but to protect the users (not the server operators).

I shall also propose the use of entanglement, but with the intention of making
it hard to show what content the blocks on a storage server originates from.

I shall now present two schemes for secret sharing, and show how they can
be used in YAPS to implement strong deniability. The exclusive-OR scheme I
present in Section 5.2 is a simple scheme, sometimes referred to as secret split-
ting [53, Section 3.6], this belongs to a subset of (k, n)-threshold schemes (it is
a (2, 2)-threshold scheme), as I present in Section 5.3. (k, n)-threshold schemes
are more general than secret splitting, they support a more efficient way to al-
low a random subset of shares to be combined to recreate a secret. Threshold
schemes are a subset of generalized secret sharing schemes. Generalized secret
sharing schemes provides a set of shares where it is possible to recreate the
secret only from specific sets (this functionality is not relevant for the require-
ments of strong denial).

5.2 Exclusive-OR Scheme

A simple way to transform a block into shares is to use bitwise exclusive OR
(XOR) with a random block. This scheme is a variation of the one-time pad
[39, Note 6.1], an encryption algorithm that provides unconditional security
(confidentiality). Given a plaintext P, this is transformed into a ciphertext C,
by xor’ing a random key k, the same length as P, to P (I use @ to represent this
operation):

C = Pok.

Decryption is trivial because the XOR operation with & is its own inverse:

P = Cok.

The security is unconditional because given a ciphertext, there exists a key for
any possible plaintext (the key space is the same size as the plaintext space,
and each different key maps to a different ciphertext).

I have no requirement for confidentiality, but require that the possession of a
block cannot be linked to the possession of a piece of a specific document. This
requirement is fulfilled by an exclusive-OR scheme: given a block B, and a
random share s;, another share s, can be created:

sy = B®s;.

47 Roger Dingledine of the Free Haven project, discusses entanglement on the development
mailing list, April 15 2001, http://archives.seul.org/freehaven/dev/Apr-2001/
msg00007 . html (November 2003).
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B can be discarded, and the two shares s; and s, stored on different storage
servers.

The shares are unlinkable with any specific block, because for any share s, and
any block, b, there exists a share s/, that links them:

Vsvb3s' 1 s = B&s.

Note that s’ can easily be generated.

This unlinkability implicates that a share cannot be linked to a specific docu-
ment. Given a share, nothing can be said of the document (or block) the share
originated from. Even if s is not random, s; can still not be linked to a docu-
ment. It is therefore easy to create shares that are entangled with other blocks:
an existing share can be obtained and used to create a new share.

This scheme is perfect, as no knowledge of a block can be deduced from the
shares of the block (I proved this). Furthermore, each share are the same size as
the original block, making the scheme ideal. The total amount of space needed
for recreation of a block is two times the size of the block, this is an absolute
lower bound for a perfect secret sharing scheme. This is a lower bound because
(1) the share resulting from the XOR must be able hold the same information
as the original block, and (2) the XOR is a mapping defined by a share, and
the mapping must be able to produce all possible shares, for blocks of length
n bits, as there are 2" possible shares, at least n bits are necessary to represent
them all.

5.3 A (2,n)-Threshold Scheme

In the following I shall use Shamir’s threshold scheme [55] as an example of
how a threshold scheme can be used to provide strong denial. In the end of the
section I shall briefly discuss the used of threshold schemes in general.

A (k,n)-threshold scheme is used to divide a piece of data into n pieces (n >
k), such that the data can be recreated from only k pieces. For my purpose
there is no reason to require more than two shares to recreate a block. But there
might be a reason to create more than two shares to support redundancy, which
is why I need a (2, n)-threshold scheme.

Shamir’s threshold scheme is based on polynomial equations in a finite field
Z,. Given a block B, of size N bits, interpreted as a number N;, a random
prime p > N, is generated, as well as a random coefficient a < p, to create a
polynomial of first degree in Z,,:

y =ax+ Ny

Any number of shares (< p) can be obtained by evaluating the polynomial for
different values of = > 0. The share is then the two values (z,y). a is discarded
after the generation of the shares. Using two arbitrary shares and p, IV, can be
recreated, because the shares provides two distinct points of the polynomial.
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The two points makes it possible to recreate the coefficient a, and this can be
used to get NV, by evaluating the polynomial for = 0.

Example: Given the block with N, = 42, I choose p = 43, and ¢ = 7, and get
the polynomial (7x +42) mod 43.1 can then create a number of shares: (12, 40),
(13,4), (14,11), (15,18). Given p = 43, and two shares: (12,40), (13,4), I can
create two equations: (a12 + Ny) mod 43 = 40 and (a13 + Ny) mod 43 = 4, and
calculate N, = 42.

One way to introduce entanglement is to create the polynomial as described,
and then obtain an existing random share and use this to calculate the x value
corresponding to the share. The problem of this method is that it would result
in an « value in the range 0 < z < p. On average x would be of size N — 1
bits. Because the x value must be stored somewhere, this approach requires
significant additional storage. A better solution is to start by choosing p and
use the share to calculate the coefficient for a polynomial. The polynomial can
then be evaluated for other values of « as usual.

Example: Given N, = 18 and one of the shares from the previous example, but
without the x value (as it is not stored, this is explained below) 40, I choose
p = 53 and = = 3, and get the polynomial: (a3 + 18) mod 53 = 40, resulting in
a = 25. The polynomial is then (252 + 18) mod 53, and I can use this to create
the additional shares.

There is no requirements for the x values. For example, the = values could be
fixed to a (small) number.

Shamir’s threshold scheme is both perfect and ideal. That it is ideal is easily
seen. A proof that shows it is perfect is given in [55], it is obvious for the (2, n)-
threshold scheme I have explained: if each shares is seen as a point in a two-
dimensional coordinate space and the secret as the slope of a line—a single
point cannot reveal anything about the slope of a line running trough the point.
Even though Shamir’s threshold scheme is ideal, it uses more space than the
exclusive-OR scheme because the x values and p are also needed. As the p
value is about the size of a block, the scheme requires three times the space as
the original block in practice. Other schemes might in theory reduce the size of
the parameter corresponding to p, but not the size of the shares.

There seems to be an advantage of the proposed threshold scheme, as it has
built-in support for redundancy: any number of shares can be created, and
two arbitrary shares can be used to recreate a block. However, the support for
redundancy uses as much space as replication as shares have the same size as
the original blocks. Furthermore, the redundancy support still requires p to be
replicated.

5.4 Discussion

I have presented an exclusive-OR scheme and a (2, n)-threshold scheme to
implement secret sharing. The two solutions do not influence the rest of the
design in any significant way, they provide the same security, but the (2,n)-
threshold scheme uses more space because space corresponding to an addi-
tional share is needed to store p. The p-values might be reused randomly to
lower the space requirements, but users would still need to retrieve 50% more
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data with the (2, n)-threshold scheme, compared to the exclusive-OR scheme.
This difference as well as the simplicity of the exclusive-OR scheme makes me
choose the exclusive-OR scheme for YAPS.

Strong denial is realized using secret sharing to generate the blocks, which are
published. Because the publisher is responsible for the secret sharing, there is
a possible attack on this method: what if a user does not secret share the blocks
she published? The storage-server operator can still use the defense outlined in
Section 5, but if the share in itself was a piece of a document, for example The
Holy Bible, the defense will probably not work well (because it will be consid-
ered a strange coincidence that a random block is identical to a piece of a doc-
ument). A storage-server operator can refuse to store shares that seem to have
a low entropy, but this can be countered by an adversary by encrypting the
share before it is published. An adversary can then use the key to demonstrate
what the share contains. Even a multi-level secret sharing scheme, with secret
sharing done by the user as well as at the storage servers, will not work. The
storage servers need to store their shares on other servers, which again would
need to use secret sharing, and so on. This problem indicates that strong de-
nial is a second-line defense after anonymity (this is also mentioned in Section
3.5), and that storage-server operators, whom relies on the strong denial as a
defense operators must restrict the access to trusted publishers.
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6 Location

If you don't find it in the index, look very carefully through the entire cata-
logue.
—Sears, Roebuck, and Co. Consumer’s Guide, 1897

In Section 3.9 I described that YAPS will be based on a distributed system of
storage servers. A publisher can generate a set of blocks using secret sharing as
described in the previous section (5), and distribute these to a number of stor-
age servers. In this scenario, the question is how the document can be retrieved,
and more specific how can the blocks be located?

In the following I shall discuss different solutions to this problem. I give an
overview in Section 6.1, where I also define two categories of location, based
on the identifiers. In the following two subsections I discuss these: location
based on loose keys in Section 6.2, and location based on tight keys in Section 6.3.
I present Chord [57]in Section 6.4 and end with a discussion in Section 6.5.

6.1 Overview

If I want to retrieve a document from YAPS, I need (1) access to information
about how I can recreate the document from a set of blocks, and (2) information
on how I can retrieve the necessary set of blocks. In the following I shall refer
to the information a user needs to retrieve a document as a recipe. In short, the
two location problems are:

e How can blocks be located?

e How can documents be located?

A simple solution to the problem of locating blocks is to let the publisher save
the information about the servers that store the blocks in a recipe. This informa-
tion can then be announced to users that must be able to recreate the document.

There are two disadvantages of this solution. First, the location is fixed, this
makes movement of blocks between storage servers impossible. Second, the
publisher must distribute the information to the people who wants to retrieve
the document. The last problem can be reduced if the recipe and a description
or a list of keywords is saved together, this would enable users to search the
system for interesting documents.

The general location problem can be described as follows: values are identified
by a key, a name for example, and the problem is to map keys into values. In
the following I shall discuss solutions to the problem of locating recipes and
blocks.

A solution for YAPS is required to be decentralized and efficient, and also it
must be scalable and secure. This implies that anonymity and the ability to
provide strong denial must be preserved. Furthermore, the solution must be
able to work in the expected environment, with unstable servers and limited
resources (Section 3.2).
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The location problem is traditionally solved in two different ways. I shall dis-
cuss those based on the way keys are used:

o Loose keys: Arbitrary keys that can be chosen freely. For example a list
of keywords.

o Tight keys: Keys that are fixed and bound to content or location.

In systems with loose keys, searches can be made without having an exact key,
for example, users can be allowed to search on substrings of keys or lists of
keywords. Loose keys can solve the problem of locating recipes (as well as
blocks). Systems that provide only searches on tight keys, require an exact key
and location. Location by tight keys can be solved with lookup tables, which
maps keys to locations. Tight keys can be used locate blocks, but cannot make
it possible to search for recipes or documents.

6.2 Location Based on Loose Keys

Gnutella [35] provides a simple decentralized solution to the location problem
using flooding of requests to all servers. In Gnutella all the storage servers are
connected (directly or indirectly through the direct connections), and searches
are done by flooding all neighbors with requests. Each server stores files in-
dexed by filenames and keywords. A server, which receives a request for some-
thing it stores, issues a reply. Gnutella provides a robust solution, as no in-
dex separate from the storage servers exist, and searches for anything that is
currently available is expected to be successful. The problem with location in
Gnutella is that the system does not scale well [37], [51].

In [37], attempts are made to optimize Gnutella, it is shown that location based
on multiple random walks resolves queries slower than flooding, but also re-
duces the traffic significantly. Gia [9] is another alternative, which provides
a more advanced infrastructure than the random Gnutella network. In Gia
the concept of using random walks is combined with (1) a dynamic topology
adaption protocol, that strives to let high-capacity servers handle most ran-
dom walks, (2) flow control to avoid overloading, (3) replication of location
information to a server’s neighbors. These optimizations takes advantage of
the spreading and replication of files in Gnutella-like systems.

GNUnet [4] provides a more secure version of searching with keywords. In
GNUnet documents are stored under a number of keywords, but only a secure
hash of the keyword is saved together with the document. Instead of keywords,
a search contains the hashes corresponding to the keywords. While this makes
it hard to produce a list of the keywords stored at a server, it is still easy to
verify if documents (or parts of documents) stored by specific keywords are
present. The queries in GNUnet is done with limited flooding.

As I shall discuss in the next section, Freenet [11] is also an optimized variant
version of flooding based solution.

The advantage of location based on loose keys is the possibility of searching.
Searching makes it possible for users to retrieve documents from the system
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without using other channels to obtain recipes. There are however two dis-
advantages. First, in a decentralized system, searching is inefficient and does
not scale well. Second, searching based on loose keys are based on the servers
knowledge of the content they store (as the servers needs to verify searches on
freely chosen keys), this is a problem because it weakens the servers defense
based on denial.

The optimized systems based on Gnutella assumes a wide replication of data
to work, and does not support plausible denial. GNUnet [4] proposes a par-
tial solution to the second problem, but it prevents defenses based on denial.
Current solutions, which provides loose keys, do not fulfill the requirements of
YAPS for security and efficiency.

6.3 Location Based on Tight Keys

In Free Haven [21], all the blocks belonging to a document is identified by the
same ID. Users flood the system with requests for blocks matching a document
ID to recreate a document.

Freenet [11] is based on caching of documents, and limited flooding. Freenet
servers are organized in a network where each server keeps track of a num-
ber of neighbors. Each Freenet server keeps a routing table of recent requests,
and also caches recently requested documents. Each document is identified by
a key, which is a secure hash of the content. A search for a document is done
by a modified flooding strategy, using the keys. The request is forwarded to
the neighbor, which has earlier found documents with a key close*® to the key
in the current request. The closest neighbor is tried first, but if the request is
unsuccessful, that neighbor is removed from the set of neighbors to try and
the request is send again to the closest neighbor. The insertion of documents is
done by a search, and the document is inserted on a server with similar keys.
When a document is found it is returned by the path of the request, it is also
cached on the servers on the path. This caching entails that Freenet is a self op-
timizing version of the flooding strategy. The scalability of Freenet is an open
question, experience® reveals a high latency system with limited bandwidth.
The caching and routing in Freenet does not help much if files are requested
at random from random entry points, which I speculate is part of the expla-
nation for the slowness of Freenet. In short, location in Freenet is based on
tight keys and restricted flooding. Freenet keys are mapped directly to doc-
uments, but the location strategy can also be used to map keys into locations
(this would however cause problems with updates of location, because Freenet
uses a caching strategy).

An alternative solution to flooding-based strategies, is to provide a lookup
table that can map keys into values, for example, IDs of blocks to locations.
The location information can then be updated by the storage servers to re-
flect changes in the storage. In a centralized system this solution can easily

48 Closeness is based on a distance function on keys. If the key is interpreted as a number, the
distance can be expressed as the absolute numerical difference between keys.

% T have found no studies on the practical performance of Freenet, but personal experience and
studies of other users experiences suggests Freenet have problems with speed. See mails on the
freenet-support mailing list (November 2002), http://www.mai l-archive.com/support@
freenetproject.org/msg01955.html (November 2003).
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be implemented by the use of a tree-based data structure or a hash table. For
a decentralized system the solution must scale well with the number of keys
and servers. The number of operations to complete a lookup must not exceed
O(lgn), for n lookup servers (I use lg to denote binary logarithm). The system
must also support servers leaving or joining the system, and the system must
be able to recover if servers fail or disappear.

In the following I shall present designs that can be used to provide the func-
tionality of a distributed lookup table.

One of the first routing algorithms that could be used to implement distributed
lookup tables was developed by Plaxton, Rajaraman, and Richa [44]. I shall
denote their approach as Plaxton routing.

Plaxton routing [44] is based on the use of so-called PRR-trees (due to the re-
searchers last names). In Plaxton routing all the servers are connected by letting
each server have a list of neighbors. A request received by a server is routed
toward the neighbor with an ID that most closely matches the ID in the re-
quest. A server implements this routing by forwarding requests to the neigh-
bor with the longest matching prefix of the ID. In a system with n servers,
each server must know O(lg n) neighbors. The routing path is O(Ig n) servers,
which means that it is possible to reach any ID after visiting O(lgn) servers. I
have not found an implementation of a system with Plaxton routing. Plaxton
routing is complicated and does not handle concurrent joins of servers or fail-
ures. Plaxton routing is designed to work in a static environment, with a fixed
set of servers—it is therefore not suitable for YAPS.

Pastry [50], is another prefix-based routing scheme. Each server is given a ran-
dom ID that is in the key space. The key space is considered to be a ring.
Each server is responsible for the keys numerical closest to the servers ID. Each
server keeps two sets of neighbors: a set of the closest neighbors (smaller and
larger, the highest ID is neighbor to the lowest ID), and another set—based on
PRR-trees—with servers spread out in the key space. Only the closest neigh-
bors are needed for correctness, the other set is used to make searches faster.
Routing is done by forwarding a request to the server that best matches the key
in the request. Pastry, like Plaxton routing, requires each server to keep rout-
ing information concerning O(lgn) other servers, and the routing path is also
O(lgn).

Tapestry [62] is another scheme based on PRR-trees. Tapestry works almost
like Pastry [50], and provides the same bounds, but is more fragile and more
complicated.

Content-addressable networks (CAN) [47] uses a d-dimensional Cartesian co-
ordinate space to implement a distributed lookup table. Each server is required
to maintain O(d) state and lookup requires O(d - n'/?) operations. Compared
to the other presented systems, the states in CAN do not grow with the size
of the network, but the lookups scales worse than O(lg n) (for the special case
d = lgn, lookup requires O(lgn) operations, and CAN is comparable to the
other systems presented). The value of d is fixed, but can be adjusted to a spe-
cific design. CAN requires a remapping protocol to keep (key, value)-pairs on
the right servers.
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Chord [57] is another system, where the servers are organized in a ring in an
ordered way—like in Pastry. The ring is an ordered list, sorted on the IDs of the
servers and each server knows its successor as well as lgn other servers. The
concept of the ring is shown on 6. Each server is responsible for the keys close
to its ID. Given this ring, any key can be found starting from any server. Like
Pastry [50] and Plaxton routing [44], each server keeps routing information
concerning O(lg n) other servers, and lookups can be done by a path of O(Ign)
servers. Chord is based on a simple infrastructure and supports a dynamic
environment within the bounds on state and lookup.

chord
server

Figure 6 In Chord each server knows its successor, shown with arrows in the figure.
Furthermore, each server keeps a table with information concerning lg n other servers,
these are shown on the figure for server 39.

Chord [57] is as efficient as the other proposals (with the exception of CAN
in special cases) and it supports a dynamic set of servers and failures well.
Furthermore the design is simple, and have been proved in theory and tested
in practice [58] and is used in the implementation of The Cooperative File System
(CFS) [14]. I shall use Chord in YAPS. Chord is described in detail in the next
section.

6.4 Chord

Chord [58, 57] is based on an ordering of the servers in a ring. The ring is sorted
on server IDs. If the size of the IDs are m bits, servers have an ID in the interval
0,...,2m+1 — 1. Each server knows its successor. The successor of 2m+! — 1 is
0, which makes the ordering a ring. Each server is responsible for the keys in
the interval between its own ID and the successor nodes ID (including its own
ID). Given this ring, any key can be found starting from any server, because
there is a link to all servers through the successors. A lookup, which only uses
successors to locate a key, requires a path of 0 to (n — 1) servers for a ring with
n servers. If each index server knows all the 2Pth successors, (successors with
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a distance of 1, 2,4, 8,16, . . . servers) and a request is routed to the server with
the highest ID less than the requested key, then the path is reduced to O(Ign)
servers.

chord
server

Figure7  Alookup in Chord is fulfilled by letting each server either: (1) return a value
or an error message if the server is responsible for the requested key or (2) return the
address of the server closest to the key (the current server knows of). In the figure the
user knows Chord server 46 and requests key 37. The request is routed closer to the
correct server for each request, as each server responds with the server nearest to the
key, until it is found.

When a new server enters the ring, the keys in its key space is transferred to the
server. The protocol for joins is straight forward: a new server r finds its suc-
cessor t, and copies the keys belonging to its own key space from the successor.
The only update left is for the predecessor s to update its successor from ¢ to 7.
The successor updates are done by having all servers periodically run a stabi-
lize algorithm. The stabilize algorithm checks the successors information about
its predecessor (the join operation updates this) and the server will find out if a
new successor have joined. Join operations cannot result in failed requests, but
can degrade the efficiency of lookups.

If a server fails, its predecessor will have wrong information about its succes-
sor. Chord reduces this problem by requiring each server to keep a list of about
O(lgn) successors. As n can change, this can be done by keeping lists of length
lg N, where N is the maximum expected number of servers.” The use of a suc-
cessor list requires slight modifications of the stabilizing scheme, because the
list of successors needs to be kept updated. Basically, a server copies its succes-
sor’s list, drops the last element, and adds the successor to the front. Over time
the lists will be corrected in scenarios with a long time between changes, but if
there are ongoing changes, the lists will rarely be correct. However, this does
not deteriorate correctness or even performance in a significant way.

%0 Although it would also be possible to count the number of servers by sending a counter with
the ring.
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Chord does not map keys to values, but rather keys into servers responsible
for an interval of keys (this is not different for the other solutions discussed
previously). Chord does not guarantee that keys, which are inserted, can be
retrieved again, only that the current server responsible for the key can be lo-
cated. A system that uses Chord, must be able to provide redundancy of the
keys stored in Chord, if redundancy is needed.

Chord can be used to map keys to locations. In YAPS this can be used to map
block IDs to contact information for storage servers. Given a recipe, which con-
tains a set of block IDs, a user can locate the blocks on the storage servers, using
Chord.

Chord can also be used to implement keywords, but it would then be possible
to verify the content of a server, using the keywords. YAPS will not support
this.

6.5 Discussion

Searching on loose keys requires a mapping from keywords to documents at
the server that has to answer queries. An operator of a server with this infor-
mation cannot use denial as a defense, as she is able to check find out what her
server stores information about. Denial is an important defense in YAPS, and
therefore YAPS does not make searches possible.

I chose Chord [57] to provide a lookup table, which can be used to efficiently
map block IDs to locations, and furthermore, allow storage servers to update
information on block locations. Such updates would allow more flexibility in
the storage of blocks.

The use of Chord for location requires a number of servers to run Chord. I shall
refer to these as index servers. Furthermore, infrastructure is needed to keep the
index servers updated to reflect the blocks at storage servers. There is also a
requirement for redundancy of the location information at the index servers,
as Chord does not provide this, I shall return to this issue in Section 7.4
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7 Miscellaneous Design Issues

Dost thou think, because thou art virtuous, that there shall be no more
cakes and ale.
—Shakespeare

In the preceding sections I have taken decisions that defines the components in
YAPS. YAPS consists of:

e Storage servers: Documents are divided into blocks. The blocks are split
into shares using secret sharing, and stored on the storage servers.

o Rerouting servers: Anonymity is provided by a rerouting network consist-
ing of rerouting servers using a variant of the Mixminion mix network
[15].

e Index servers: Blocks on the storage servers are located using index servers
based on Chord [57]. These servers map the ID of a block into location
information, which is returned to usesr.

I shall now discuss open problems remaining from the preceding sections on
anonymous communication, secret sharing, and location, as well as remaining
issues related to the goals. The following sections discuss:

e Section 7.1: How blocks and servers are identified.

e Section 7.2: How redundancy of blocks and location information is imple-
mented.

e Section 7.3: Which servers should be provided with anonymity?

e Section 7.4: How index servers can authenticate updates and how the lo-
cation information in the Chord infrastructure can be replicated.

e Section 7.5: How storage servers can be found by users and how restric-
tions can be supported. And also block size and lifetime of blocks.

e Section 7.6: How information about the rerouting network can be pro-
vided to rerouters, users, and other servers. Furthermore the availability
problems with the rerouting network are discussed.

o Section 7.7: What happens if servers fail?
e Section 7.8: How updateable documents can be implemented.

e Section 7.9: How recipes can be shortened to make it convenient to hide
or communicate them.

I shall give a summary in Section 7.10.
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7.1 Identification

Servers and blocks must have a unique ID. The ID makes it possible to locate
blocks and servers, and also provides integrity protection for blocks, as well as
a way to authenticate servers.

7.1.1 Server IDs

Servers must have an ID, which can be used for authentication. The ID must
not contain information, which can help adversaries to identify the servers lo-
cation or the operator of the server. Such an ID can be made using asymmetric

cryptography:
e Each server generates an asymmetric key pair.

e The ID of a server is a secure hash of the public key.

The key pair represents a pseudonym of a server. This ID-scheme is similar to
the node identities [27] in GNUnet. For example, servers can authenticate them-
selves using digital signatures.

I discuss the use of a secure hash function to produce IDs in the next section.

7.1.2 Block IDs

The block IDs must uniquely identify blocks. Another consideration is integrity
protection of the blocks. The blocks must be protected against tampering by
adversaries and as the IDs are fixed values, it seems obvious to base the ID on
the content. Furthermore, a block must be able to have multiple IDs to support
replication of the block as well as the information needed to locate the block.

I shall base the ID on a secure hash function to provide integrity protection,
and use a salt [30, Chapter 8] to provide multiple IDs, z|y stands for the con-
catenation of z and y:

Dy = h(block)
ID,, = h(Dg|n) foralln >0

Where the salt n is interpreted as a number.

Given a block or the ID of a block, any ID,, can be generated in constant time.5!

The reason that ID is a special case is because it must be possible to create
other IDs from this. From IDg any ID can be information to locate a block,
because other IDs can be generated from this. I shall use ID number to denote
the salt n in ID,,.

51 An alternative method is to use iterated secure hashing (IDg = h(block),ID, =
h(IDy_1) foralln > 0), this method allows the creation of any IDs from any ID,, where
s > n. This method is more elegant, but slower.
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The use of secure hashing produces IDs, which are expected to be spread uni-
formly in the ID space. The spreading of IDs helps to map the IDs into different
index servers.

I recommend the use of the secure hash function SHA-1[39, Section 9.4.2, iii],
which produces a 160 bit digest. The ID space of 160 bits makes sure IDs are
not duplicated.>?

7.2 Redundancy

I have described how documents can be split into a number of blocks and how
secret sharing is used to create a new set of blocks. The problem is to store these
blocks in a redundant way on the storage servers to allow the retrieval of the
document if some of the storage servers fail.

There are two approaches to introduce redundancy: (1) replication of blocks,
and (2) using error correction codes to construct a new set of blocks with re-
dundancy.

Replication is a simple strategy, where each block is stored at multiple storage
servers. The disadvantage of this approach is that it requires a specific subset of
storage servers to be available: if a document requires n blocks to be recreated,
and each block is replicated p times, only p™ combinations out of the possible
(") can be used to recreate the document.

An alternative approach is to use an information dispersal algorithm (IDA),
such as Rabin’s> [46], in the following I refer to this as IDA. If a document
requires n blocks to be recreated, these can be used with IDA to create n - p
blocks, where all (p;l") combinations can be used to recreate the document. IDA
is an optimal solution regarding redundancy, as at least n blocks are needed to
recreate the document, and all possible combinations are usable.

Example: If I want to publish 6 blocks, and replicate each block 10 times (using
60 blocks of space), there are 10° subsets of servers that allows me to recreate
the document. If I used IDA instead, I can create 60 distinct blocks using the
same space as before but will now be able to recreate the document from any
subset with 6 distinct elements. That is, all (%) > 4.8 - 1077 possible subsets
with 6 elements.

The example shows that replication requires more space than IDA to provide
the same redundancy and suggests that IDA shall always be used to provide

52 Even if an amount of 1 PB (109GB) is stored in the system, requiring twice the space (caused by
the use of secret sharing), this is not a problem. If the block size is assumed to be only 2000 bytes,
and each block is saved 100 times to provide redundancy (requiring a total amount of 200 PB
space), each with an ID, the total number of IDs would be less than 247 (21015 B/2000B-100 =
10 < 247). This set of IDs is a tiny fraction of all the possible IDs, as there are 2159 possible
IDs. A random created ID would already exist with probability of 1 to 2113. In comparison, the
probability of me being struck by lightning and winning the big lottery in the same day [53,
Section 1.7] is estimated to be something like 1 to 2°%, that is 258 (or around 10%°) times greater
than the probability of picking a string that would hash to an existing ID.

Rabin’s IDA uses calculations in a finite field Z;. A string S of length L elements in Z, is
divided into n sequences of size m. n vectors of size m are created, where each subset with m
elements are linearly independent. The vectors are combined with the sequences to produce
n sequences of size m. From an arbitrary subset with m of the resulting sequences, S can be
recreated. The field Z(28) can be used to work efficiently with bytes, as it has 256 elements. I
shall use IDA in Z(28) with a fixed size of m equal to the block size.
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redundancy. However, there are issues with IDA, concerning secret sharing, as
I'shall discuss in the next section.

7.2.1 IDA and Secret Sharing

The problem with IDA [46] is that it results in a new set of blocks that can
be shown to intuitively belong together: secret sharing results in two sets of
blocks: s,—the random blocks used for secret sharing— and s;—the resulting
shares. If IDA is just applied to the superset sq,5 = s, U sp to create a new set
of blocks S, then an adversary, who possessed the recipe, would be able ar-
gue that these blocks all originated from the same document. As it would be
a strange coincidence if someone could make such a recipe based on random
blocks in the system, this argument would probably win over other explana-
tions (this is the same problem as I discussed in Section 5.4).

The problem can be solved if IDA is applied independently on the two sets:
this results in two new sets S, and S;. The blocks in each of these sets can
also be shown to belong together, but each sets can only be shown to belong
together to produce a random string. An adversary can produce the strings
corresponding to s, and sp, but will not be able to show that the strings are
related. Furthermore, the structure in IDA makes it possible to (re)create a ran-
dom string from any random set of blocks, this implies that a block can belong
to a random string of any size (and it would be easy to create a recipe for any
document that included a specific block).

If IDA is applied independently on the two sets of blocks, there is no reason to
retrieve existing blocks for secret sharing. The primary reason to use existing
blocks is to save space, but no space is saved if IDA is applied independently
on the two sets of blocks (as this results in two new sets of blocks). Instead, a
publisher should just generate a set of pseudo-random blocks for secret shar-
ing.

The reason IDA cannot be used as secret sharing by itself is that it is not easy
to show how a block created by IDA can be used to recreate any possible doc-
ument.

7.2.2 Discussion

IDA [46] can provide space-efficient, redundant storage of blocks, but is impos-
sible to combine directly with entanglement. Replication is a simpler way to
implement redundancy and replication makes entanglement possible. In later
sections I shall show how to shorten recipes (Section 7.9) and how updateable
documents can be supported (Section 7.8). Both short recipes and updateable
documents requires the use of replication. If random blocks are retrieved for
secret sharing, then these might also be necessary to replicate, depending on
how they are already replicated (a user can check this).

If IDA is used, each of the resulting blocks have distinct IDs, which must be
stored in the recipe. A replication strategy needs to save only ID, for each
block, and the highest ID number used, corresponding to the number of repli-
cas. Each storage server is then responsible for a replica identified by an ID
number.
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Publishers can make contracts with storage servers to generate new replicas if
the number of replicas decrease below a defined threshold. Dynamic creation
of replicas is easy for blocks that were published with replication. For blocks
saved with IDA it is not possible to recreate lost blocks or add new blocks
without the recipe. Instead, storage servers can watch a small subset of blocks
and simply replicate the blocks if the set shrinks below a threshold defined by
the publisher.>*

If a user wants to retrieve a block, the block must available from a storage
server and the index server must be able to map the ID of the block into storage
server.

A publisher can make one or more storage servers responsible for a block, this
depends on the scheme used for redundancy. If exactly one storage server is
responsible for a block, the storage server can create multiple IDs for a block,
and update the location information at the different index servers. If multiple
storage servers are responsible for a single block, the publisher can give each
storage server responsibility for an interval of IDs (defined by the ID numbers).

The schemes presented to support redundancy of blocks do not require any
support from the servers, only of the client programs. The clients software in
YAPS must support both IDA and replication.

7.3 Anonymity

Users and storage servers must be protected to resist censorship and it is not
possible to protect the rerouters, as these must be available to all the users
and servers. The remaining question is whether the index servers should be
provided with anonymity?

The index servers are primarily used by the users to map block IDs to locations,
but they also communicate with rerouters and storage servers. The users and
the storage servers communicate anonymously with the index servers.

The index servers communicates with each other to update the Chord [57] in-
frastructure. If the index servers are anonymous, there must be a way to map
the index server IDs to location information: the index servers must have an-
other (un-anonymous) index service available to support their anonymity. The
need for another index service indicates that it is a problem to provide the
index servers with anonymity (as it creates a problem corresponding to the
problem the index servers solve).

If it was possible to provide index servers with anonymity, this would provide
the participating index servers with more protection, but the system as a whole
would not be more resistant, as the rerouters would still be un-anonymous.

Index servers in YAPS shall not be provided with anonymity.

54 Example: n blocks are necessary to recreate a document, and 2n blocks are generated by a
publisher, using IDA. If the of 2n blocks is divided into n pairs, then each storage server used
to store a block is responsible for the pair, which the block belongs to. If the other part of the
pair disappears, then the block stored can be replicated and the replicas observed, to guarantee
a minimum of replicas.
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7.4 The Index Servers

The index servers are responsible for the mapping of IDs to locations. Their
main function is to map block IDs into block locations. I have chosen to imple-
ment the mapping using Chord [57], with a server’s ID defining the server’s
key space.

There are two problems related to the operation of the index servers.

e How are the information on the index servers inserted and updated?

e How do the index servers handle internal replication to avoid key loss if
index servers fail?

In the following I shall show how these problems can be solved.

The storage servers are responsible for updating the index servers. Updates
requires authentication to prevent adversaries from manipulating the informa-
tion.

There are two problems related to authentication. First, when the information
for an ID is inserted for the first time, how can this information be verified as
correct? Second, when information is updated, how can the storage server be
authenticated as the one responsible for the update?

The first problem can be solved because it is possible for an index server to
verify the provided information. For blocks on storage servers, the index server
can request the block anonymously from the storage server to verify it has the
block.

The second problem can be solved by authentication of the storage server, us-
ing its ID and asymmetric keys. The storage server can transfer its public key
(or ID) with the first insertion of new information. When the information is
updated, the update is signed by the storage server’s private key. The index
server can then verify the update using the storage server’s key. This scheme
can fail, for example if a block is inserted twice or if the storage server looses its
private key. The index server can then fall back to the first scheme, but with the
modification that it will not accept updates on a block that already are inserted
by a storage server, as long as that server still serves the block.

Because Chord maps keys into servers, not values (Section 6.3), a Chord server,
which fails, results in a loss of the data in the index server’s key space. The
storage servers are expected to inform the index servers about all their blocks
at regular intervals, this fixes corruption and inserts missing keys, but this is
an expensive operation and it should not be done often. It is therefore neces-
sary to protect the keys in Chord against servers that fail. If a server leaves, it
can notice its successor and transfer its keys. If a server fails, it will probably
first be noticed by its predecessor. The missing keys would now be in the fail-
ing server’s successor’s key space, this suggests that a backup of the keys on
a index server should be kept at the successor. If an index server’s successor
keeps a backup of the index server’s keys, it implies that the index server must
push updates onto its successor. Index servers joining the Chord ring are also
given the responsibility for the replication of the predecessor server. Depend-
ing on the stability, it might be necessary to store a backup of more than one
predecessor’s key space.
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Chord should be used recursively, which means that if an index server can-
not answer a request it should not return the address of the closest server, but
instead forward the request. As the index servers are not anonymous, this strat-
egy reduce the traffic the rerouters must handle, and also reduce the latency of
requests (note that Figure 7) shows an iterated lookup).

7.5 Storage Servers

The storage servers can have policies for the usage of the servers (this is dif-
ferent from index servers and rerouters that cannot restrict access), which can
include restrictions on the users who can publish or retrieve blocks.

Storage servers are anonymous, but can be contacted using an m-mix (Section
4.5). Users and other storage servers must be able to contact a storage server
from its ID. The index servers can be used to map storage server IDs into con-
tact information. As the anonymous storage servers use an m-mix as contact
point, the index servers can map a storage server’s ID into a storage server ID
and a list of m-mixes. The storage servers must keep the list of m-mixes up-
dated (as well as the reply blocks at the m-mixes). The list can either contain
direct address information—like an IP address—or the ID of the m-mixes. In-
direct addresses provide m-mixes with the ability to update their address, but
require users or servers to make an extra lookup on the index servers. The in-
dex servers can also be used to map the IDs of blocks into storage servers: the
storage server places a list of m-mixes at the index servers, which is inserted
under a block ID. YAPS must support all the listed schemes.

Users who wants to publish a document also needs a way to find a usable set of
storage servers. I shall explain how this can be done in the following sections.

Storage servers can provide unlimited or restricted access. I shall use public
servers to denote the first category, and private servers to denote the other
category.

Public servers work like the servers in Freenet [11] or GNUnet [4], whereas
private servers provide storage like the servers in Free Haven [20] or Eternity
(1].

I shall discuss public servers in Section 7.5.1 and return to private servers in
Section 7.5.2. The schemes presented in the following sections do not require
direct support from the system, and are not bound to any specific protocols.
However, YAPS must support the attachment of arbitrary content to be sent
along with requests and answers. This support would allow challenges, re-
sponses, certificates, and signatures to be transferred.

Furthermore, I shall discuss the size of blocks in Section 7.5.3, and the lifetime
of blocks in Section 7.5.4.

7.5.1 Public Servers

Public servers are open to publishing for everyone. The set of public servers
must be announced. A list can be posted to a website, a Usenet newsgroup, in
a printed publication, or by using another out-of-band channel. Another solu-
tion is to announce these servers at the index servers, for example, this can be
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done by hashing the string “PUBLIC STORAGE SERVER” concatenated with a
short bit string (for example 16 bits), and insert the location information there.
Updates can be authenticated as described in Section 7.4. A storage server can
try different strings in order, until it finds an unused string. In a startup phase
the strings can be tried in order, but in a working system the starting point
for an insertion or search for a storage server should be chosen at random to
spread the load of the servers. Such a scheme is supported by YAPS, as it is just
a special case of location.

Users or adversaries can fill public servers up with garbage. This problem is
present in current open systems like Freenet [11] and GNUnet [4]. A partial
solution to this problem is to issue a challenge, users must solve to publish
a block. Challenges work by letting users pay with computation resources for
each block they wish to publish. Challenges can be implemented as hash-based
challenges.® This scheme requires users and adversaries to provide computa-
tion resources to be able to use the servers. The scheme increases the cost of
attacks, as an attacker must provide the necessary computation resources.

Schemes for challenges can be implemented on the top of YAPS.

7.5.2 Private Servers

Private servers can have policies based on contracts or trust relations. In the
following I shall discuss how trust can be used to restrict storage server access.

The problem is to restrict the access to the storage servers when both users
and servers are anonymous. The problem can be solved by providing the users
with a capability based on trust relations.

I believe the best way to implement trust is to use a web of trust [26, Chapter
1] strategy. Web of trust is an alternative trust model introduced by Phil Zim-
mermann for use in the email encryption tool Pretty Good Privacy (PGP). The
traditional trust model for Internet systems is the hierarchical public key in-
frastructure (PKI), where central certificate authorities (CAs) must be trusted.
For systems like APSs it is unsound to place trust on any centralized author-
ity.>® Web of trust is a decentralized alternative based on direct trust. The in-
frastructure is supported only by the participants, and no participant is given
any special roles (like the CA in PKI). In this model a participant knows the
public key of a number of other participants, who have been verified directly.
Furthermore, a subset of these other participants are trusted (in varying de-
gree) to certify the public keys of other participants. This network can be used
to establish paths of trust to any participant who can be reached in the network.
The hierarchical model can be emulated in a web of trust model, in effect partici-
pants choose their own CAs among other participants. That CA-like structures
can be emulated makes the model flexible and also usable in larger organiza-
tions. Web of trust is analyzed an discussed in [59].

55 An example of such a challenge is to give a string s to a user and demand another string S,
which given as input to a secure hash function would produce a string that contains s as a sub-
string. See hashcash for more details of such a scheme, http://www.hashcash.org (Novem-
ber 2003).

56 To get CAs to work right in the first place is difficult in the first place [25].
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But how does this work with anonymity? Traditional certificates with identi-
fication cannot be used, these must be replaced with certificates representing
pseudonyms. I shall illustrate how these can be used with an example:

Example: If I run a storage server and want to provide space for dissidents
of Ruritania, I can anonymously inform Amnesty International about this.
Amnesty International can use their contact network to put trust on cer-
tain Ruritanian persons and inform them about my service. Because I trust
Amnesty International, I am able to verify dissidents of Ruritania if they try to
publish something using my server. In practice I get a certificate from Amnesty
International with their public key, and Amnesty International uses the corre-
sponding private key to sign certificates of the dissidents. When the dissidents
contact my server they must sign their communication with their private key,
and refer to their certificate. I can then verify that I communicate with them
using the public key of Amnesty International to verify their certificates, and
the public key from their certificates to verify the communication.

The problem with this approach is that I need at least to store the certificate
from Amnesty International to be able to verify messages from the dissidents
(assuming they send their certificate as part of the communication, otherwise
I would also need that). The certificate can put me in trouble if the secret Ru-
ritanian police visits me and get access to my server and finds the certificate
of Amnesty International. The secret police must be able to recognize this cer-
tificate and if Amnesty International created the certificate only for use by me
and the dissidents, this could be difficult. Furthermore, anonymity is the first
line of defense and strong denial can be used as defense, but the existence of
the Amnesty International certificate might in itself be enough to get me into
trouble, and the adversary might put my server under surveillance (without
my knowledge) and wait for a communication with the Ruritanian dissidents
and watch me use the certificates.

These problems are minor, but there is an easy solution. I can use a trusted
proxy in a less restrictive society. Instead of sending anything directly to me,
requiring me to verify it, it can be sent to a proxy for approval. The proxy needs
to have the certificates, and can verify the published material to belong to the
dissidents (but the proxy is placed in a society outside the secret polices hands).
The proxy can then forward the material to my server. The proxy prevents the
secret police from finding anything on my server to link me to the dissidents,
but the adversary would be able to tell that I store something from the proxy.

YAPS must support authentication needed to implement the presented strate-
gies based on web of trust. The use of proxies is not something YAPS need to
support, as it is easy to implement on the top of YAPS.

7.5.3 Block Size

The storage servers are used to store blocks. The size of these blocks must be
decided. The choice of block size has effects on resource usage and security.
Different block sizes requires handling of the block size, and complicates secret
sharing. I have decided to provide only one block size to simplify secret sharing
and block handling.
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Small blocks requires more requests when a document are to be recreated (as it
consists of more blocks), but minimizes internal fragmentation on the storage
servers. Large blocks requires fewer requests, but introduces wasted space at
the storage servers. Half the last block of a document can be expected to be
wasted at the storage servers and it also wastes network traffic as the full block
needs to be communicated to the user retrieving the document. The waste of
bandwidth caused by an increase in requests is however expected to dominate
the network overhead for the last half block.

As storage is currently cheaper than bandwidth, I believe that blocks must be
rather large. I suggest a block size of 100kB for YAPS.

7.5.4 Lifetime of Blocks

Storage servers can have their own storage policies on the lifetime of blocks.
For example, they can store them as long as the server is active, remove the
least requested blocks, the oldest blocks, or blocks stored for entities without
a contract. The different lifetimes is a problem because existing blocks might
be used for secret sharing. One solution is to ignore this problem and require
the users to replicate the blocks used for secret sharing. Another solution is to
let YAPS store lifetime information with blocks, and use this when blocks are
served to secret sharing. When a block is stored, and the publisher has an idea
of the lifetime of the block, this must be communicated with the block. When
a publisher requests a block to use for secret sharing, she should also send an
estimate along with the request, and the storage server can then try to match
this lifetime with a block with the same lifetime.

I propose to store the lifetime as an expire date, for example saved as a year
and a day offset (the date would require less than 32 bits).

7.6 Rerouting Servers

The rerouting servers are implemented as a variant of Mixminion [15] mixes.
The mixes provide anonymous communication. The mixes decrypt incoming
packets, keep the packets in a pool, and encrypt and resend packets. Users and
servers must be able to retrieve information about the mixes, before they can
use the mixes. I shall discuss this problem of spreading information about the
mixes in the following. In the next section I shall discuss availability.

If all the mixes keeps a current list of a set of mixes, users and servers can learn
about the set of rerouters by retrieving such a list from any rerouter. The list
must contain the public keys of the mixes, as well as contact information such
as an IP address or domain name. Each mix can create a certificate by signing
a string containing their ID, public key, address, and a date interval where the
certificate is valid. If the information is changed a new certificate can be issued.
The next problem is to distribute the certificates to all the mixes. For small sets
of mixes, the certificates and updates can be spread by a flooding strategy:
each mix sends updates to all the mixes it knows and they resend the updates
to the rerouters they know (unless the mix already have seen the update, then
it should be ignored), and so on. I speculate that flooding will work well—
even for thousands of mixes, however, another solution is required for huge
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rerouting networks. A possible solution is to arrange the mixes in a ring like
Chord (Section 6.3), based on their IDs. Mixes can then send updates to their
successor, and ignore when the update gets back. This update scheme ensures
a small amount of traffic.”

The mixes use key rotation, and each time they make a new key, the mixes
creates and distributes a new certificate. Users can get a current list of mixes
from an arbitrary mix, but this requires that users knows at least one mix. Out-
of-band channels is be used to let users learn about a small set of mixes. The
index servers can also be used as described in Section 7.5.1 for public storage
servers.

To provide encryption between mixes, forwarded packets must be encrypted.
This can either be done using the next mix” public key or a session key can be
used to save computation time (the session key can be transferred using the
public key and cached and reused). This scheme also authenticates the next
mix, as the next mix’ private key is needed for decryption. YAPS must support
both schemes.

7.6.1 Availability

The rerouting network creates an availability problem. The path of rerouters
used in rerouting requires all the rerouters to function properly, otherwise a
packet cannot reach its destination. The problem is not critical for paths created
by users or servers for immediate use, as a new path can be used if the first fails.
A more serious problem is reply blocks with a long lifetime, as a recipient will
be unreachable if a reply block includes a rerouter that does not work. A simple
solution is to use a set of reply blocks, which use different paths, instead of a
single reply block.

In the design I propose in Section 4.5, a set of reply blocks is placed at the m-
mixes chosen by a recipient. The m-mix then chooses a reply block at random
from this set when it forwards messages to the recipient. When a sender sends a
message to an anonymous server, the reply block chosen at the m-mix can con-
tain a mix that does not forward the message. The sender will not be informed
of this and must wait for an answer and eventually resend the message. The
user can resend the message by another m-mix, but even if the same m-mix
was chosen, the randomization at the m-mix would probably result in another
reply block. This solution is not ideal, because it can result in a huge latency,
and it is impossible to contact an anonymous server if one mix from each reply
block at the m-mixes, are not working. The rerouters must be regarded as one
of the most vulnerable parts of the system. Tarzan provides a secure solution,
which is less prone to these problems, but it is expensive in resources for all
participants (Section 4.3.1, p. 31), and expose users.

57 If the updates rate is too slow, it can be made faster: a mix sends updates both to its successor
and to lgn random mixes (for n mixes). An update seen before by a mix should be ignored
and updates should contain a time to live (for example, initialized to lgn). The time to live
should be decreased by a mix before the update is forwarded. When a rerouter decreases the
time to live to 0, then the request should be forwarded only to the rerouter’s successor. This
optimization based on randomizing, reduces the time from O(n) to an expected O(lgn), but
with an increase in the number of messages from O(n) to O(nlgn).
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I have proposed a length of 5 to 10 rerouters (in Section 4.3.2) and expect
rerouters to have a high availability (Section 3.2), but I also require the design
to work if the availability is reduced to 50% on average. At 50%, even a path of
5 rerouters will work only on average 0.5° = 3% of the time. There is no easy
solution to this problem, but it suggests that rerouters must be operated on
stable machines, and also that it is necessary to keep information about avail-
ability. Each rerouter can keep a hit list with the rerouters it has communicated
successfully with, this information can be kept with the certificates. The list can
be updated regularly by sending special pings to the rerouters. The pings can
be simple packets that are sent back to the sender, using a small path. If the
packet returns, then it can be assumed that all the rerouters on the path work.
The hit list can be spread out to other rerouters, and provided to users when
they request a list of current rerouters. This system should weed out rerouters
with an unacceptable availability. I believe the practical deployment of anony-
mous remailers proves that it is possible to provide a mix network that is stable
enough to use in a system like YAPS.

The availability of YAPS depends on the availability of the rerouters, which
suggests that only servers with an expected high availability should be used
as rerouters and that a system is needed to help users and servers not to use
rerouters with low availability.

7.7 Failing Servers

Servers are expected to fail. In the following I shall briefly mention what hap-
pens when the different servers fail. I shall use requester to denote both servers
and users.

o Index servers: If an index server fail, a requester can try another ID num-
ber. A requester receives an error message (unless it is the index server
she sends the request to). The requester have to wait as long for an error
message as she would for an answer.

e Storage servers: If a storage server fails, a requester must try another one.
A requester will not be noticed about an error, but should try another
server after an amount of time. A requester have to wait at least as long
for the message as she would for an answer.

o Rerouters: If a rerouter fails, a requester must try another path. A re-
quester will not be noticed about an error, but should try another path
after an amount of time. A requester have to wait at least as long for the
message as she would for an answer.

As can be seen, a requester cannot know the difference between failing storage
servers and rerouters, which suggests that a requester should always try an-
other path and another storage server. Rerouters are assumed to be relatively
stable, and requesters should always use an updated list of rerouters.

64



7.8 Updateable Document

In the following I shall describe how updateable documents can be integrated
into YAPS. There are several problems with updateable documents. First, it
requires a way to authenticate the publisher of a document. Second, how is the
document integrity protected? Third, how can it be implemented to provide
redundancy?

I have proposed a system where documents are stored in blocks. The blocks
are located from an ID derived from the content of the block. This scheme is
impossible to extend to support documents that can be modified (because up-
dates would change the ID and make it impossible to locate the block).

I'shall start by looking at the problem of providing updateable blocks and then
show how updateable blocks can be used to implement updateable documents.

7.8.1 Updateable Blocks

Updateable blocks can be implemented using asymmetric cryptography (this
is done in Freenet [11]): a publisher creates an asymmetric key pair for each
updateable block and a secure hash of the public key is used as the ID of the
block (instead of the ID scheme that use a secure hash of the content). If a
digital signature made with the corresponding private key is included in the
block, then users retrieving the block is able to verify the integrity using the
public key (the public key must be distributed with recipes for the document).
The storage server can authenticate updates, as the new blocks signature can be
verified by the storage server using the public key of the publisher (this must
be sent along with the first version of the block). In a protocol for updates all
the data must be integrity protected. The integrity protection can be done by
signing a secure hash of all the traffic sent from a user to the storage server (a
similar approach is used in TLS [19]). I shall use static block to refer to normal
blocks that are not updateable.

Multiple IDs for a block can be created with the same scheme as constant
blocks, as explained in Section 7.1.2. The use of a new asymmetric key pair
for each updateable block results in unique IDs for each block and furthermore
makes it impossible for adversaries to use the digital signatures to show that a
group of updateable blocks are related.

Blocks are fixed sized, this includes updateable blocks, it is therefore not pos-
sible to increase the size of updateable blocks.

Updateable blocks must be the same size as other blocks to make it easy to
manage the blocks. A digital signature uses 256B to support a 2048-bit key. I
would also recommend that a counter is saved with an updateable block to
ensure that old updates never overwrite newer blocks. Updated blocks are
sent with a new counter, and the update is only accepted if the new counter
is greater than the old counter. The counter must be able to support all the
needed updates and support initialization with a random value to make it hard
to distinguish updateable blocks from static blocks. If 5 bytes are reserved for
the counter, 2%° updates are allowed on average. The signature and counter
requires less than 300B in total.
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Updateable blocks should be secret shared like static blocks. The secret sharing
must be done before the signing to make it possible to verify the integrity of
the resulting block. The exclusive-OR scheme makes this easy.

Redundancy for updateable blocks can be provided by replication. This repli-
cation results in blocks, which are stored on multiple servers. When users up-
date a block, they need to update all the existing replicas. During the update
process more than one version of the block exists at the same time.

Updateable blocks must be marked to ensure that they are not used for secret
sharing with other blocks. This information is available from the ID and block:
if a secure hash of the block does not result in the ID, then the block is an up-
dateable block. The information is also indirectly available at a storage server,
because it needs to store a public key corresponding to the block. A storage
server should use this information, to avoid returning updateable blocks as a
response to a request of a random share for secret sharing.

The blocks are integrity protected by the publishers signature and can therefore
be transfered between storage servers without a risk of changes by malicious
storage servers.

7.8.2 Updateable Documents

Updateable blocks can be used to implement updateable documents: update-
able blocks can simply contain a recipe. New blocks can be created to reflect
changes in a document and the recipe in the updateable block changed accord-
ingly.

If a document is to large to be described by a recipe that can be stored in a
single block, an updateable block can be a recipe for a document containing
another recipe, this is discussed further in Section 7.9.

This proposal for documents that can be updated meets the goals of YAPS: it
provides the same security on integrity as the storage of normal blocks (but is
more complicated).

7.8.3 Security Issues

Even though secret sharing makes it possible for anyone to relate an update-
able block to any document, the scheme makes a connection between the pub-
lisher and the storage server. The connection is defined by the private key of
the publisher, as only the publisher possess this key. A recipe from a publisher
can be used to show what document an updateable block belongs to. A storage-
server operator can still deny knowledge of the content, which the updateable
block can be used to create, but the defense is weaker than for static blocks,
because updateable blocks can be shown to belong to a certain block with high
probability.

I conclude that updateable blocks weakens the strong denial defense, but I
speculate that the small difference will not change the outcome of a legal case.
The reason is that the defense is based on the fact that an operator cannot know
what she stores on her server (and this would also be the case for updateable
blocks).
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7.9 Recipes

Recipes represents the information a user needs to recreate a document.
Recipes are required to store the IDs (or public keys for updateable blocks) of a
set of blocks as well as the size of the original document. Furthermore recipes
must contain other information needed to recreate a document, for example
information about the replication scheme.

I shall discuss alternative recipes in Section 7.9.1 and the security problems
related to the possession of a recipe in Section 7.9.2.

7.9.1 Alternative Recipes

Users are not limited to use a specific format for recipes, they can define their
own format. A standard is however needed for documents that are published
for a large set of users who cannot be expected to have a special variant of the
client program.

I'have presented recipes as a list of indirect references to storage servers, using
the index servers as an indirection. The level of indirection makes it possible
for storage servers to update the location information and keep recipes valid.

If blocks are stored on stable servers and expected to be used within short time
(the location information will be unusable after a key rotation), it can be us-
able also to save location information for the storage server rather than just the
ID of a block. The location information makes it possible a users to retrieve a
block directly, which saves the user from having to use the index servers. If the
location information does not work, a user can still find the updated locations
using the index servers.

7.9.2 Short Recipes

Recipes contain information to recreate a document. The possession of a recipe
will probably be considered illegal if the recipe can be used to create an illegal
document. In the United States, linking to sites, which distributes copyright
protected music illegally, is itself illegal,”® but the Ogle dvd-player software for
Debian Linux,” is distributed without the DeCSS® library, because this library
is illegal (for example in the United States). Instead the installation package
includes a program that downloads the DeCSS library and compiles it. This
scheme has not caused legal trouble. I conclude that the legal status of recipes
is unclear. However, certainly there are nations where some recipes, would be
illegal.

In areas where it is illegal to possess a recipe it is important that recipes are
easy to hide. Fortunately, all the data in the recipe with the exception of the

5 MP3 Site Sues RIAA Over Linking in Wired Magazine, http://www.wired.com/news/
print/0,1294,36778,00.html (November 2003).

59 ogle 0.8.2-11, DVD player with support for DVD menus, http://packages.debian.org/
stable/graphics/ogle.html, (October 2003.)

0 The Openlaw DVD/DeCSS Forum Frequently Asked Questions (FAQ) List, Harvard Lawschool,
http://cyber.law.harvard.edu/openlaw/DVD/dvd-discuss-faq.html (Novem-
ber 2003).
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document size ® is random looking (it can be considered pseudo random, as it

is created by secure hashing), making recipes hard to recognize. If an adversary
suspects that something is a recipe it is however trivial to verify by trying to
recreate the document.

To reduce the problem of hiding recipes, recipes can be shortened: recipes can
be published as blocks. This requires that a recipe is smaller than the size of a
block. If a block is 100kB, it can contain 100kB/20B = 5000 IDs, corresponding
to documents up to the size of 5000/2 - 100kB = 250MB (not including space
for the documents size or public keys for updateable blocks). For documents,
which use more space, the block can instead contain a recipe for another recipe
(of up to 250MB and this scheme can be repeated to support any document
size). This scheme can reduce the information needed to recreate a document
to a single ID of 20B (or two if the blocks is secret shared). This amount of
data can be handled as a handwritten note (for example in hex, resulting in 40
or 80 digits and letters) and is small enough to hide with steganography and
communicate by covert channels [40].

This shortening scheme can be implemented as part of the client program it
does not affect the servers.

7.10 Summary

In these sections, I have discussed the open problems related to anonymous
communication, secret sharing, and location, as well as the remaining issues
related to the goals.

The following is a summary of the discussion:

e ID: Blocks and servers are issued an ID either based on content or an
asymmetric key pair. The server IDs support authentication.

o Redundancy: Publishers are responsible for redundancy of publications.
Both replication and IDA is supported for document content on storage
servers whereas location information is replicated multiple places on the
index servers. The location information is also internally replicated by
the index servers.

o Index servers: The index servers are also used to announce public storage
servers. The Index servers are not provided with anonymity.

o Rerouters: There are availability problems with the rerouting network,
which requires the rerouters to provide high availability.

o Updateable documents: Updateable documents are supported by the use of
updateable blocks containing recipes.

o Recipes: Recipes can be shortened by storing them in the system as blocks.

In the next section I shall give an overview of YAPS based on the decisions in
previous sections.

61 The document size can be dropped if padding can be made in the document to match a multiple
of blocks.
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8 Yet Another Anonymous Publication System

It's wonderful to see those who turned technology against free expression
for so long now scrambling to catch up with those setting information free.
—Alan Brown, Red Rover [6]

In the following I shall give an overview of YAPS and discuss the security and
the requirements of users and servers.

I shall begin with an overview of YAPS in Section 8.1. The overview is followed
by a discussion of security in Section 8.2 and an overview of requirements in
Section 8.3. I shall then discuss performance in Section 8.3 and the prototype I
have implemented in Section 8.5. A summary is provided in 8.6.

8.1 Overview

In the following I shall give an overview of how documents are published and
retrieved, and what operations the different servers are providing.

8.1.1 Publication

When a user publish a document the publication results in a recipe, which can
be used to recreate the document. Part of the publication process is to find a
suitable set of storage servers. There are two types of storage servers in YAPS:
public and private servers (Section 7.5). Public servers are open to anyone and
the IDs of public servers can be announced by out-of-band channels, for exam-
ple web pages or Usenet, but the index servers can also be used to announce
such servers (Section 7.5.1). Private servers can have arbitrary restrictions on
their use and are announced using out-of-band channels. I expect that lists of
storage servers are circulated for both kinds of servers.®?> The users have to
use the index servers to map the ID of a storage server into the address of an
m-mix. Messages to a storage server can be send by means of the m-mix.

Users also needs to know about the rerouters to be able to communicate with
the storage servers. Users can learn about the rerouting network by retrieving
a list of certificates from an arbitrary rerouter.

When a publisher wants to publish a document D and have found a suitable
set of storage servers, she must:

Divide D into the set s, of n blocks. Store the document size in the recipe.

If necessary: pad the last block with 0s.

e Generate or retrieve a set s, of n random blocks.

Create a set s. of n blocks by secret sharing of the sets s, and s

62 Such lists consist of the storage servers’ IDs and look random. The lists are therefore difficult to
identify by an adversary.
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Publishing in YAPS: (1) the user creates a set of blocks for publishing and a

recipe, (2) the user publish the blocks on a number of storage servers, and (3) the storage
servers publish location information on the blocks on the index servers.

o IfIDA is used for redundancy:
Create two new sets of blocks S}, from s, and S.. from s... Store the IDs of
Sy and S, in the recipe and publish the blocks on a set of storage servers.

o Otherwise:

Store the IDs of s;, and s. in the recipe and publish the blocks on the set of
storage servers. The blocks should be replicated to provide redundancy.

When a block is stored at a storage server, the storage server returns a status
of the storage request. The storage servers are responsible for updating the
index servers if a block is added to the storage server’s storage. The publication
process is shown in Figure 8. A user can generate a reply block (SURB) and
send this with the first message to a server to be anonymous.
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8.1.2 Retrieval

To be able to retrieve a document, a user must first obtain a recipe and know
an index server. A recipe contains a list of block IDs, a user can use the index
servers to map the block IDs into a list of m-mixes, which can be used to contact
the storage servers.

The user must:

o If IDA was used for redundancy:
Lookup the locations of a set of blocks necessary to recreate s, and s..
Retrieve the blocks (repeat if some of the blocks cannot be retrieved).
Recreate the sets s, and s, use secret sharing to create s,.

o Otherwise:
Lookup the locations of the blocks and retrieve the blocks (repeat with
other ID numbers if it fails) to get s, and s.. Use s, and s. to create s,
with secret sharing.

e Concatenate the blocks and remove padding (if necessary).

The retrieval process is shown in Figure 9. A user can generate a reply block
(SURB) and send this with the first message to a server to be anonymous.

8.1.3 The Index Servers

An index server provide two operations:

o Lookup: A request contains an ID of a block. If the index server is respon-
sible for the ID it is either returned or a message indicating it does not
exist is returned. If the index server is not responsible for the ID then the
server forwards the request to another index server.

o Insert: Works like a lookup to find the right server. A request contains an
ID, a string and a digital signature (the request also contains a public key
if the insert is not an update of already inserted information). The (ID,
string)-pair is inserted, if the insert is accepted.

Both operations relies on the Chord design [57] and the insert functionality re-
quires procedures for authentication. (Section 7.4). The index servers replicates
data internally (Section 7.4) to provide failure resistance.

When a storage server inserts the information for a block the string contains
the server’s ID and the ID of an m-mix.

8.1.4 The Storage Servers
A storage server stores blocks for users and is anonymous. The storage servers

must keep the index servers updated with information about their m-mixes
and the blocks they store. A storage server provides the following operations:
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Figure 9  Retrieval in YAPS: (1) the user retrieves location information for the block
IDs in the recipe from the index servers, (2) the user retrieves the blocks, and (3) the
user recreates the document from the blocks.

o Retrieve block: A request for a block includes an ID. If possible the storage
server returns the block corresponding to the ID. Otherwise an error is
returned.

o Retrieve random block: A random block is returned by the storage server.
The request can contain a lifetime, if this is the case, the lifetime is used
to find a block with a matching lifetime.

e Store block: A request for the storage of a block. If the request is accepted,
the storage server stores the block and updates the index servers—
otherwise an error is returned.

o Update block: A request for the update of a block. A storage server must
verify the updated block before changing the block (see 7.8). An update
can also be used to remove a block: if the replacement is an empty block,
the block is removed.
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A storage server must save meta data belonging to a block. For example, a
public key for updateable blocks, the ID number of a block ID, or a lifetime for
a block.

8.1.5 The Rerouting Servers

A rerouting server receives and resends packets using the information in the
packets. A rerouting server supports two operations:

o Resend packet: Receive a packet and resend it.

o Retrieve list: A request for a list of known rerouters. The rerouter returns
its list over known rerouters.

A rerouter must also be able to support the m-mix role, which requires the
rerouter to keep a list of reply blocks for a set of servers and use these to for-
ward packets to anonymous recipients. Furthermore the rerouters must keep a
list of reliable rerouters (Section 8.1.5).

As I shall describe later (in Section 8.2.1), the rerouters can also function as
proxies for some users.

The rerouters are implemented as a variant (Section 4.5) of Mixminion [15].

8.2 Security

In the following I shall discuss the security provided by YAPS. I shall describe
the realistic attacks against YAPS, and how this affects users and server opera-
tors. In Section 8.2.1 I shall discuss the use under an oppressive regime.

Users and storage servers are protected with anonymity. Anonymity prevents
direct attacks because an adversary has to break the anonymity in order to
mount direct attacks.

YAPS does not provide protection against edge attacks as it requires a large
amount of resources and introduces other attacks. I consider the edges to be the
most vulnerable part of YAPS. Edge attacks can be mounted by eavesdropping
on the network connections of suspects or by adding controlled rerouters to
the system. If an adversary needs to identify a specific user or storage server
this is hard for a large rerouting network, because it requires the breaking of
the rerouting network. Attacks to identify storage servers are considered easier
than attacks to identify users, because storage servers have a fixed ID. The fixed
ID makes it possible to send large amount of traffic to the storage server and
this can make edge attacks easier.

The solution I have proposed is expected to be resistant to attacks by strong
adversaries, as described in the threat model (Section 3.1), with the exceptions
I have just mentioned.

Index servers are used to map IDs into locations. An index-server operator
cannot know the relation between IDs and documents, as the IDs on a spe-
cific index server are mapped into random blocks. The missing knowledge
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provides the index-server operator with strong denial. Rerouters process traf-
fic like other routers on the Internet, but they cannot know about the con-
tent they process. Both index servers and rerouters are advertised in public,
which expose these servers to direct attacks. This exposure implies that the
rerouters and index servers not should be operated from places where it is
illegal, and that the these servers must be protected from attacks by adver-
saries. Furthermore, a denial-of-service attack can be directed against index
and rerouting servers. The easiest way for an adversary to censor YAPS is to
block access by mounting a denial-of-service attack against the rerouters, or
block potential users from the access to the rerouters.®® I expect the legal status
of both rerouters and index servers in YAPS to correspond to the status of exist-
ing remailers. Mixmaster remailers are currently operated in Austria, Canada,
France, Germany, Italy, Poland, Spain, and the United States.®*

Legal attacks can be mounted against users (if they can be identified), because
users will most likely possess whole documents, whereas storage-server oper-
ators can deny that they store parts of any specific document if they are iden-
tified and face prosecution. The denial defense is slightly weaker for storage-
server operators that store updateable blocks (discussed in Section 7.8.3).

The use of denial as a defense against legal attacks is unclear as of this writing.
In relation to ISPs and defamation, there have been some cases in the United
States,® and it seems that in these cases missing knowledge removes responsi-
bility.

8.2.1 Oppressive Regimes

In an oppressive regime with tight control over the communication infrastruc-
ture, it is hard to operate any kind of underground communication network.
The regime is assumed to control the network connections and the use of a
system such as YAPS for any purpose would probably be illegal.

Rerouters and index servers are exposed, consequently these servers should
not be operated under an oppressive regime. Storage servers and users are
better protected with anonymity (the denial aspect for storage servers can-
not be expected to make a difference). The anonymity is not provided before
communication enters the rerouting network, so the communication with the
first router must be protected from the adversary. This protection can be pro-
vided implicitly if the adversary has limited control of the network connec-
tions. Covert channels [40] and steganography can be used in that case. Hiding
of the communication requires support from the rerouters. I believe it could be
interesting to research the use of CAPTCHAs ® [60], and the use of emails that
looks like spam, to hide communication.

63 The last option can be made harder by providing proxies as described in Section 8.2.1.

64 Estimate based on a research of the domain names of the mixmaster remailer list, Novem-
ber 26 2003, http://anon.efga.org/Remailers/Typel lList/pubring.mix (Novem-
ber 2003).

65 The Florida Bar Computer Law Committee Online Journal, Online Service Provider Liability for
Defamation, http://www.computer.flabar.org/2_spring96/online.html (Novem-
ber 2003).

% CAPTCHAs are tests that computers cannot pass, but humans can pass, for example words
encoded in pictures. The CAPTCHA Project, http://www.captcha.net/ (November 2003).
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If adversaries know a set of rerouters, then they can block access to these. A
large set of proxies, which just forward and receive traffic to and from users,
can be placed outside the oppressive regime to make such attacks, which use
blocking, harder.

8.2.2 Conclusion

If an adversary can obtain access to the computers of users then the adversary
might be able find illegal documents or recipes. If an adversary can get access to
a storage server, the adversary can show that the storage server can store blocks
from any specific document, but the operator would be able to deny this. Both
users and storage servers are however protected by strong anonymity.

Index servers and rerouters are not anonymous, but they do not store docu-
ments. These servers can however easily be attacked if they are operated in
an area where it is illegal to operate such servers or by denial-of-service at-
tacks. Furthermore, rerouters present a target for adversaries that are attacking
anonymous users or storage servers indirectly.

I conclude that under oppressive regimes with tight control over the communi-
cation infrastructure it is impossible to operate YAPS and similar APSs in a safe
way. Some servers must be exposed, and anonymity cannot be guaranteed on
the network connections in the oppressive regime (because the rerouters placed
there can easily be controlled or blocked by the regime). The core problem for
an APS under an oppressive regime is to hide the activities of the system.

8.3 Requirements

In the following I shall discuss the practical requirements related to the use of
YAPS, as well as the requirements of the servers.

8.3.1 Users

Users who want to publish a document needs a computer with Internet access,
a client program, and a list of usable rerouters and storage servers.

If a user wants to publish a document of size n blocks, then the user must first
use the document to create a set of blocks. The creation includes retrieval or
construction of another n blocks for secret sharing. To support redundancy, a
user can either replicate the n or 2n blocks a number of times or use IDA to
create a new set of blocks. If IDA is used and the document must be available
even if half the storage servers used fail, then 4n blocks must be published.

Users who want to retrieve a document needs a computer with Internet access,
a client program, a recipe, and a list of usable rerouters and index servers. A
user must retrieve 2n blocks to recreate a document of size n blocks.

The requirements for users regarding space, bandwidth, and computation are
modest.

Users can be anonymous when they use YAPS if the network connection to the
first rerouter is not observed by an adversary.
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8.3.2 Storage Servers

A storage server primarily needs space to store blocks and bandwidth to serve
blocks to users. Bandwidth is also needed to update index servers.

The availability of storage servers should be high to support efficient retrieval,
but redundancy ensures availability of a document even if some servers fail.
The redundancy factor used in the storage process can be adjusted pragmati-
cally to work with the availability of the storage servers.

Storage servers can be anonymous if the network connection to the first
rerouter is not observed by an adversary.

8.3.3 Index Servers

Index servers need space to store location information for a number of keys
as well as a backup of a set of neighbor’s location information. About 256B
are needed to store location information for an ID% and this is expected to be
replicated at least one time at another index server. I believe that these storage
requirements implies that more than 1000 IDs with location information can be
stored pr. MB provided (including one replica). Space is also needed to support
the Chord infrastructure, this is O(lg s) for s index servers.%® The overall space
requirements are small.

The function of the index servers is to map IDs into locations. The requests are
sent from anonymous servers and users. The network traffic generated by the
requests is small. An index server will receive a request, and probably forward
it to another index server, an answer will be returned, that must be sent back
to the requester. Furthermore, traffic is needed to get updates from the other
servers. The bandwidth requirements of index servers are small compared to
storage servers and rerouters.

The availability of index servers should be high to support efficient responses
but the redundancy factor used to replicate IDs and location information can
be adjusted pragmatically to work with the availability of the index servers.

Index servers are not protected against direct attacks. For example, an adver-
sary can attack index servers by legal means or using denial of service attacks.

8.3.4 Rerouting Servers

The primary requirements for rerouters are bandwidth and high availability
and the rerouters also need an amount of space to keep a pool of messages,
and a cache of already seen packets (I expect the total space requirements to be
less than 200MB).

The requirement for bandwidth depends on the number of packets routed
through the rerouting network but the bandwidth proposed rerouting solution

67 For blocks, the index server must keep an ID (20B) and a value, which contains: (1) a storage
server pseudonym (20B), (2) a public key (192B, this is enough to store a 1500 bit public key.),
and (3) rerouter ID (20B).

%8 T speculate this is less than 10KB for each index server, resulting in a requirement of lg s - 10KB
at each server.
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scales well with the number of rerouters. As YAPS is a storage system and all
blocks published or retrieved by users are communicated using the rerouting
network, there will be a large amount of traffic. Furthermore, rerouters needs
to communicate with other rerouters about changes in the rerouting network,
this communication also requires bandwidth.

The availability of rerouters is essential (as I have discussed in Section 8.1.5).
In a practical system the rerouters should be provided by operators, who can
provide high bandwidth and high availability of servers

Rerouters can also provide a proxy service for users (as I have described in
Section 8.2.1) this requires extra software, but not any special resources from
the rerouters.

Rerouters are not protected against direct attacks, for example attacks by adver-
saries based on legal means or denial-of-service attacks. Rerouters are central
for the security in YAPS and an obvious target for adversaries who wants to
identify users or storage servers or block anonymous access to the system.

8.4 Performance

I shall now given an estimate of the performance of YAPS from a users per-
spective.

The efficiency of the index servers is based on the number of index servers. I
assume the number of index servers is N, lookups will then take O(lg N) time.
I assume a payload of size 0.2 times the size of a block (see Appendix B.2).

In the analysis I have ignored servers that fail, as failing servers does not
change the time complexities. However, in practice failing servers have a
large impact on performance—specially failing rerouters on a path used by a
publisher. I shall discuss failing servers in Section 8.4.3.

I shall begin with an analysis of the publication of documents in Section 8.4.1
and then continue with retrieval of documents in Section 8.4.2. I discuss failing
servers in Section 8.4.3 and concludes in Section 8.4.4

8.4.1 Publication

A user who wishes to publish a document of n blocks must first create a set
of blocks for publication, using secret sharing and a redundancy scheme (for
replication this could include the retrieval of blocks for secret sharing). The
creation of the set of blocks for publication requires O(n) time and space and
results in a set of O(n) blocks (at least 2n blocks because of secret sharing—and
4n blocks is expected to provide redundancy).

The publication requires the user to find a storage server for each block in the
set. I expect users will do this using out-of-band channels, which should result
in a list of IDs. The user can then use the IDs to lookup location information
on the storage servers. The lookup is done using the rerouting network, which
introduces a latency on communication, dependent on the number of rerouters
on a path and the number of failing rerouters. The latency will be experienced
as a constant, ¢;, and it is expected to be dependent of the available bandwidth
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in the rerouting network. Each lookup requires O(lg V) time to be fulfilled by
the index servers. As N is constant for the publication of a document, a lookup
takes a constant amount of time ¢;. The result is a constant amount of time
O(c; - ¢), for the lookup of the storage a server.

The publisher then have to publish the blocks on the storage servers. The pub-
lishing is also done using the rerouting network, but the transfer requires more
traffic than requests. As the blocks fits into the payload of 5 packets, I expect
this to take around O(4n - 5¢;) time. However, as more than one block can be
published at a time, this reduces the time in practice.

In short it requires O(n) + O(4n - ¢; - ¢;) + O(4n - 5¢;) = O(n) time to publish
a document. As both lookups and publication operation can be done at the
same time, the time is expected to be dominated by the latency in the rerouting
network for small documents: 2¢;. The document is expected to use 4n space
on the storage servers.

Before the document can be retrieved using the recipe, the storage servers must
update the location information on the blocks on the index servers.

8.4.2 Retrieval

In the following I shall ignore details explained under publication.

A user who wants to retrieve a document of n blocks must retrieve at least
2n blocks. To retrieve the blocks, the user must first locate the storage servers,
which requires O(2n - ¢; - ¢;) time. The user can then retrieve the blocks, using
O(4n - 5¢;). The recreation of the document requires O(n) time and space.

In short it requires O(2n¢; - ¢;) + O(4n - 5¢;) + O(n) = O(n) time to retrieve a
document. Again the latency 2¢; caused by the rerouting network is expected
to dominate the retrieval of small documents.

Example: I shall illustrate the retrieval of the document The New Testament of
the Bible, which requires about 1032kB compressed.® I assume a block size of
100 kB, which implies that the document requires 22 blocks to be recreated.
First, I have to locate the 22 storage servers, this requires O(2n - ¢; - ¢;) time.
I expect ¢; to be the dominant part, I speculate ¢; to be around 5 minutes.”
Second, I have to request the blocks and have them transferred to me, this is
O(2n-5¢;), again I expect ¢; to be the dominant part, around 5 minutes. I expect
the total time used to be around 10 minutes because the requests can be send
in parallel. Note that the transfer of the blocks is assumed to take less than 2.5
minutes (the latency for the answer from the storage servers), which equals a
bandwidth of 110 kbps. If the user and the storage servers are assumed to have
this bandwidth, it seems reasonable to conclude that the latency caused by the
rerouter is the dominating part of the retrieval.

T found the text in Project Guthenberg, http://textual .net/access.gutenberg (Octo-
ber 2003).

70 T have assumed the average time to travel one mix is 20 seconds, and each packet have to travel
7.5 mixes on average. Furthermore a a request and an answer must be sent, resulting in 300
seconds.
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8.4.3 Failing Servers

If servers fail it results in a large impact on the performance. As I have written
in Section 7.7, a user will not be noticed about a failed server faster than she
would get an correct answer. If a user has to send a request p times to get an
answer, and retries after ¢; minutes, the operation requires at least p-¢; minutes.

Example: If some of the servers fails when I retrieve the document from the
previous example, then the effect will be dominated by the maximum number
of servers that fail in the location and retrieval of a single block. A single error
will add 5 minutes or 50% to the retrieval, two errors doubles the retrieval time
to 20 minutes, and so on.

8.4.4 Conclusion

A theoretical analysis of YAPS shows that it requires O(n) time to publish or
retrieve a document of n blocks. Furthermore, the analysis suggests that the
latency introduced by the rerouting network is the dominant limiting factor
of the performance experienced by users. Failing servers increases the time
needed to publish or retrieve a document significantly. But errors on different
blocks are not expected to increase the time more than the time needed to fulfill
the operations for the block where most servers failed. I believe it will be possi-
ble to retrieve documents in less than 60 minutes, which was the goal (Section
3.6).

8.5 Prototype

Though this be madness, yet there is method in it. ..
—Hamlet

I have implemented a prototype to obtain practical experience with parts of
YAPS and to prove that the design works. I have implemented a variant with-
out anonymous communication and using a centralized index service, as time
did not allow for a full implementation. Furthermore, the prototype did not
support updateable blocks or IDA [46]. Anonymous communication, Chord
[57], and IDA have been implemented and tested elsewhere. Anonymous com-
munication have been proved in practice by different implementations includ-
ing Onion Routingcite[32] and remailers (including a prototype implementa-
tion of Mixminion”!).

The prototype consists of the following elements:

o Index server: A centralized hash table that maps IDs to IP addresses.

e Storage server: A server that can store and return blocks given an ID. The
storage server can also return random blocks. The storage server updates
the index server.

71 As of October 30 2003, Mixminion reached version 0.0.5.3, http://www._mixminion.net/
(November 2003).
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o Client: Programs that are used to publish or retrieve a document. When a
document is published, random blocks are retrieved, new blocks gener-
ated from the document and the random blocks, and the new blocks pub-
lished at different storage servers. A recipe is created, this can be used to
retrieve the document by first finding the blocks using the index server,
and then retrieving the necessary blocks.

The implementation supports multiple IDs to provide redundancy, as well as
replication. The implementation was done in C++ and Perl.”?

The prototype was tested in a network of 17 machines, with a central index
server and 16 storage servers. The servers are implemented with persistent
storage using simple file-based journals. The programs implementing the in-
dex and storage servers can be stopped at any point and recover without in-
consistencies.

The implementation worked as expected: it is possible to publish and retrieve
documents—also if some of the storage servers fail. None of this is surprising,
but the prototype confirms the expectations: the design is possible to imple-
ment and deploy.

The prototype was fast, but this was also expected, as the prototype did not
implement index servers or anonymous communication.

From the experiences with the implementation of the basic infrastructure that
has not been tested in other designs I conclude that YAPS is possible to imple-
ment and deploy.

8.6 Summary

In these sections I have presented YAPS and discussed security, requirements,
performance, and described my prototype implementation. The following is a
summary of the sections:

Security: Users and storage servers cannot be directly attacked in YAPS and
storage servers are protected against legal attacks by strong deniability. Index
servers and rerouters can be directly attacked, which suggests that they should
be placed in an area where the operation of such servers are legal. Censorship
of the YAPS is hard to exercise but the system can be made unusable by a
denial-of-service attack against the rerouters (or index servers) or by blocking
access to the rerouters (or index servers). Under oppressive regimes with tight
control over the communication infrastructure it is impossible to operate YAPS
and similar APSs in a safe way.

Requirements: Users who want to publish a document needs a computer with
Internet access, a client program, and a list of usable rerouters and storage
servers. The requirements for users regarding space, bandwidth, and compu-
tation are modest. A storage server primarily needs space to store blocks and

72 The implementation consists of C++ programs (3000 lines) and Perl-scripts (500 lines). Most of
the C++ code deals with the handling of packets. The C++ library ACE [52] was used to provide
network communication in the implementation. The client programs are Perl-scripts that use
components implemented in C++, as well as Unix utilities.
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bandwidth to serve blocks to users. Bandwidth is also needed to update in-
dex servers. Index servers are required to provide bandwidth and a modest
amount of space. Rerouting servers are expected to provide a large amount of
bandwidth and high availability.

Performance: A theoretical analysis of YAPS shows that it requires O(n) time
to publish or retrieve a document of n blocks. Furthermore, the analysis sug-
gests that the latency introduced by the rerouting network is the dominant
limiting factor of the performance experienced by users. Failing servers will
increase the time needed to publish or retrieve a document significantly. But
errors on different blocks are not expected to increase the time more than the
time needed to fulfill the operations for the block where most servers failed.

Prototype: I have implemented a prototype to test parts of the design, which
have not been tested elsewhere. The prototype worked, and I conclude that
YAPS is possible to implement and deploy.
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9 Conclusions

We are not now that strength which in old days
Moved earth and heaven, that which we are, we are;
One equal temper of heroic hearts,

Made weak by time and fate, but strong in will

To strive, to seek, to find, and not to yield.

—Homer, Ulysses.

In this thesis I have presented yet another anonymous publication system—Y APS.
Part of the work has been to specify the goals of YAPS and discuss related
work. The goal of the thesis was a system, which is hard to break by powerful
adversaries, but also possible to deploy in an environment with limited trust
and resources. I believe this is true of YAPS.

The problems I have addressed and solved in this thesis include:

o Providing anonymous communication.
I have presented a variant of Mixminion [15] for anonymous communica-
tion (Section 4.5), which provides more flexibility than other mix-network
solutions. The variant is expected to be more secure than OR networks.

o Finding a way to divide documents into blocks, such that:

— participants can deny knowledge of the content of the blocks they store.
YAPS provides strong deniability, based on secret sharing, for stor-
age servers (Section 5), I believe this is done better than in any exist-
ing system.

— documents can be recreated even if some of the servers fail.

YAPS use IDA [46] and replication to create redundancy among
blocks (Section 7.2), and I have suggested a design based on Chord
[57], which provides redundancy of the information needed to lo-
cate blocks (Section 7.4).

o Making it possible to locate and retrieve the blocks needed to recreate a document
within reasonable time.
I have showed that users will be able to retrieve documents from YAPS
within around 10 minutes (Section 8.4), which meets the goal (Section
3.6).

I have implemented a prototype to test parts of the design, which have not
been tested by others. The prototype worked successfully and I conclude that
the design is possible to implement and deploy.

Furthermore, l have discussed anonymous publication in a political and ethical
context to put my work into a greater perspective. I have also presented a num-
ber of issues concerning practical deployment of an APS, including: operation
under oppressive regimes, trust, and legal issues.
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9.1 Future Work

The design I present must be analyzed by others and a full prototype imple-
mented and tested in practice. In the work with YAPS I have also identified
some areas, which deserve further research:

e Robust anonymous communication: Efficient rerouting schemes require
rerouters with high availability. Is it possible to design an efficient
rerouting system, which provides strong protection and provide better
failure resistance than current designs? For example, is it feasible to
build a hybrid system where a DC-network-based scheme is used to
communicate between rerouters?

e APSs under oppressive regimes: APSs are often presented as a means for
people living in oppressive regimes, but the use in such environments in-
troduces many problems. A classification of different environments and
their requirements of an APS is needed.

o Hiding communication: Can data be communicated as emails that look like
spam? Can CAPTCHAs [60] be used to create efficient hidden communi-
cation channels?

Another interesting area outside computer science that needs further research
is the legal status of APSs: in which nations are people who provide a storage
service responsible for the content? And where does strong denial work as a
legal defense?
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A Reply Block Example

But since the aliens only delivered super technology and not magic when
they crashed we’ll just have to make do with faking moon landings and
tinfoil hats.

—Unknown

In the following I shall explain how reply blocks works by giving an example of
how Bob can create a reply block and show how Alice can use Bob’s reply block
to send a message to Bob. The example shows how asymmetric and symmetric
keys are combined. I use an example with two mixes on the path chosen by
Bob.

In the example I shall use a|b to denote a concatenated with b and e(k, p) to
denote the ciphertext made by encrypting the string p with the key k.

Bob wants to receive a message anonymously, and creates a reply block

Bob starts by choosing two mixes, m0 and m1, and creates two symmetric keys
ko and k;. Bob then encrypts his own address with kg, concatenates the result
with kg and encrypts the result with m0’s public key. The new result is concate-
nated with m0’s address to get:

amole(pubmo, kole(ko, ap))

This string is padded and encrypted with k;. The result is then concatenated
with k; and encrypted with m1’ public key. Concatenated with the address of
ml, it results in the reply block rp:

rp : mlle(pubpa, kile(ky, amole(pubmo, kole(ko, ap))|pads))
The padding is added if the reply block is shorter than a predefined reply block

size (for example if a header supports a path of n mixes, but fewer mixes are
used to create the path).

Alice wants to send a message to Bob

Alice obtains rp and can use this to send a message to Bob. Alice uses 7 as the
header of her packet, and inserts the message M as the payload:

Header: ml|e(pubma, k1le(k1, amole(pubmo, kole(ko, ap))|padp))
Payload: M

Alice sends the packet to m1.
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A packet arrives at m1

At m1 the address is removed from the header and the first part is decrypted
with m1’s private key to get k;. The rest of the header is padded with 0s to get:
e(k1, amole(pubmo, kole(ko, ap))|pads)|pado

This string is decrypted with k1, including pad to get:

amole(pubmo, kole(ko, ar))|pad s |pad;

I use’ to note that pady has been transformed to a pseudo-random string pady,.

The next destination is now known to be m0. And the header has the same size
as the original header. The payload is encrypted with k; to get the packet to be
resent:

Header: amole(pubmo, kole(ko, ap))|padg|pady,
Payload: e(ky, M)

The packet is send to m0.

A packet arrives at m0

At m0 the address is removed from the header and the first part is decrypted
with m0’s private key to get kq. The rest of the header is padded with 0s to get:

e(ko, ag))|padp|pady|pady
This string is decrypted with k:
ap|padis|pads|pady
Decrypting the padding is necessary to prevent tagging attacks. The pseudo-

random transformation ensures that it is impossible to tag a padded header, as
the next mix transforms the header inclusive padding.

The next destination is now know to be B. The payload is encrypted with kg:

Header:  ag|pady|pady|pady,
Payload: e(ko, e(k1, M))

The packet is sent to B.

Bob receives a packet

Bob receives the packet. He can discard the header and use kg and £; to decrypt
the payload to get M.
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A.1 Integrity Protection of Header

I did not include integrity protection of the header in the example, as this
would make the explanations more complicated. In a real system, Bob would
include integrity protection in the header. Bob can include integrity protection
because padding a the mixes is done by a pattern known by Bob. Take the
header seen by m0:

ag|padz|padg|pad;

In a real system this would include a secure hash, ho, of the rest of the header:

ap|ho|pady|padg [pady

And m0 would check that:

h(pad|padq |pady) = ho

Bob can generate and include ho because he knows the content of the rest of
the header and the transformations on this. In this explanation there is only
padding left in the header, because it the header seen by the last mix on the
path, but it works the same way for the headers seen by any mix on a path.
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B Communication Issues

What we have got here is failure to communicate. Some men you just can’t
reach.
—Captain, Cool Hand Luke (1967)

In the following I shall discuss a few issues related to communication in a prac-
tical implementation.

I shall discuss the communication layer in Section B.1 and the payload size for
anonymous communication in Section B.2.

B.1 Communication Layer

In YAPS, the users communicate with the storage and index servers using the
rerouting network. The communication consists of messages sent as packets
through the rerouting network. Rerouters also communicate with each other,
this is also done using rerouting packets. Rerouting packets cannot be expected
to come in order, this requires the communicating parties to reorder the packets
if this is necessary. The rerouting network does not provide reliable communi-
cation of messages as the rerouters can fail, therefore the programs used by
communicating parties must handle this.

The index servers communicate with each other to maintain the Chord infras-
tructure, using Chord messages.

A reliable transport protocol is required to communicate the packets and mes-
sages. TCP can be used, but it is probably more efficient to use UDP with a
simple protocol to support reliability. Furthermore, other transport protocols,
such as SMTP and HTTP, should preferably be supported, for users and stor-
age servers, which have limited network access. Users can have limited net-
work access if they are on a network without a direct Internet connection or if
the Internet connection is controlled by an adversary. SMTP is inefficient, but
it is trivial to let the rerouters send and receive email. HTTP can be used if
the rerouters hosts a special web server. Requests from a user can be encoded
in an URL and the server can respond with an URL where the result of the
request can be found. The rerouter can then fulfill the request and place the
result on the announced location. If possible, all servers should provide HTTP
and SMTP communication to allow a maximum of flexibility.

B.2 Payload Size for Anonymous Communication

The payload size in the packets used for anonymous communication corre-
sponds to the maximum message size. The packets have fixed size, this impli-
cates that a large payload size results in a large overhead for small messages.

The packet size is determined by the payload size as well as the space needed
for routing information. In Mixminion [15], the headers requires 4kB.

In most communications there are at least one small packet communicated for
each block transferred. For example, a request for a specific or random block to
a storage server results in the transferring of one block (or none).
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I have decided to use a block size of 100kB (Section 7.5.4). Based on calcula-
tions of the traffic needed to publish documents and retrieve them 10 times, I
propose a payload size of 20kB.
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List of Internet References

e Anonymizer, US sponsors Anonymiser, http://www.theregister.
co.uk/content/6/32922 _html (November 2003).

o CAPTCHA Project, the, http://www.captcha.net/ (November
2003).

e Chaos Communication Camp 2003, Conference, http://www_ccc.de/
camp/2003/conference/index.en.html (November 2003).

e Cypherpunk remailer, a collection of emails describing the development
of the Cypherpunk remailer,
http://cryptome.org/zks-v-tcm.htm(November 2003).

e Cypherpunks, homepage,
http://www.csua.berkeley.edu/cypherpunks/Home _html
(November 2003).

e DeCSS, The Openlaw DVD/DeCSS Forum Frequently Asked Questions
(FAQ) List, Harvard Lawschool, http://cyber.law.harvard.edu/
openlaw/DVD/dvd-discuss-Taq.html (November 2003).

e Distributed Systems Lab., University of Copenhagen,
http://www.distlab.dk (November 2003).

e Electronic Frontier Foundation,
http:/7/www.eff.org/issues/usapa/ (October 2003).

e European Conference for Object-Oriented Programming, Workshop on
Communication Abstractions for Distributed Systems,
http://www.ecoop.tu-darmstadt.de/workshops/03.phtml
(November 2003).

e Free Haven

- development mailing list, on entanglement, April 152001, http://
archives._seul .org/freehaven/dev/Apr-2001/msg00007 .
html (November 2003).

- project homepage http://freehaven.net/ (November 2003).

e Freenet

— China News on Freenet (in Chinese), http://freenet-china.
org/ (November 2003).

- Fracturing P2P Networks article on Slashdot, http://slashdot.
org/articles/03/10/06/1058250.shtml (November 2003).

— misuse of, discussion on Slashdot, http://yro.slashdot.org/
article.pl?sid=03/09/03/226243 (October 2003).

- on use in China, GrepLaw: lan Clarke on Freenet and his Decision to
Leave the USA, http://grep.law.harvard.edu/article.pl?
s1d=03/09/02/0125236 (November 2003).
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- practical performance, discussion on freenet-support mailing list,
http://www_mail-archive.com/support@freenetproject.
org/msg01955 . html (November 2003).

e Hacktivismo, homepage, http://hacktivismo.com (November
2003).

e Hash Cash, homepage, http://www.hashcash.org (November
2003).

International System of Units (SI) prefixes, http://physics._nist.
gov/cuu/Units/prefixes.html (November 2003).

Java Anonymous Proxy

— case of, The Register, http://theregister.co.uk/content/
55/32450._html, (October 2003).

- homepage http://anon.inf_tu-dresden.de/index_en.
html (October 2003).

o Lawsuits

— American Health Scan v. Technical Chem. and Prods., Inc.,
http://www.cybersecuritieslaw.com/lawsuits/cases_
corporate_cybersmears.htm, (November 2003).

— Florida Bar Computer Law Committee Online Journal, the, Online
Service Provider Liability for Defamation, http://www._computer.
flabar.org/2_spring96/online.html (November 2003).

- MP3 Site Sues RIAA Over Linking, in Wired Magazine, http:
//www _wired.com/news/print/0,1294,36778,00._html
(November 2003).

— Napster, close down, Find Law, Legal News and Commentary,
http://news.findlaw.com/legalnews/lit/napster/ (Oc-
tober 2003).

— United States District Court for the District of Columbia, Civil Ac-
tion No. 98-116, http://www. loundy.com/CASES/McVeigh_
v_Cohen.html (November 2003).

e Kazaa Homepage, http://www._kazaa.com (November 2003).

e Mixmaster

— Remailer Attacks, http://www.obscura.com/~loki/remailer/
remailer-essay.html (November 2003).

— Remailer List, http://anon.efga.org/Remailers/TypellList/
pubring.mix (November 2003).

e Mixminion, project homepage, http://www._mixminion.net/ (Novem-
ber 2003).

e Ogle, DVD player package for Debian Linux, http://packages.
debian.org/stable/graphics/ogle._html, October 2003.
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e Penet remailer, wikipedia article, http://www.wikipedia.org/
wiki/Penet_remai ler (October 2003).

e Project Guthenberg, http://textual.net/access.gutenberg
(October 2003).

e Soros foundations network, the, http://www.soros.org/ (October
2003).

e Timothy McVeigh, case of, http://www.infoplease.com/ipa/
A0882060 . html (October 2003).
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